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Lietuvoje asmens duomeny apsaugos priezitros veiklg vykdo dvi institucijos —
Valstybiné duomeny apsaugos inspekcija ir Zurnalisty etikos inspektoriaus tarnyba, kai
asmens duomenys tvarkomi zurnalistikos arba akademinés, meninés ar literatdrinés
saviraiskos tikslais. Atsizvelgiant j tai 2019 mety asmens duomeny apsaugos priezilros
Lietuvoje apzvalgoje pateikiama abiejy institucijy informacija.

Personal data protection supervision activities in Lithuania are carried out by two
institutions — the State Data Protection Inspectorate and the Office of the Inspector of
Journalist Ethics when personal data are processed for the purposes of academic, artistic
or literary expression. According to this, The Review of the Personal Data Protection
Supervision in Lithuania in 2019 contains information from both institutions.
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REVIEW OF PERSONAL

DATA PROTECTION
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IN 2019 BY THE STATE DATA
PROTECTION INSPECTORATE



WORD OF THE HEAD OF THE STATE
DATA PROTECTION INSPECTORATE

The year 2019 was an active year for the personal data
protection supervisory authority State Data Protection
Inspectorate. We have paid major attention toimprovement
of personal data protection supervision activity processes,
work with organisations on personal data processing
carried out by them, provided assistance to persons seeking
to defend the right to personal data protection.

Although the new legal regulation of personal data
protection after the application of the General Data
Protection Regulation was a topicality of the year 2018, the
changes have definitely continued in 2019.

The supervisory authority has continued to engage
in activity of education on personal data protection,
assisted organisations to better understand the subtleties
of the new regulation. We drew up 20 methodological
documents including 4 recommendations and guidelines
on personal data processing in the course of election,
image data processing in multi-apartment buildings and
private residential houses, appointment of data protection
officers in the public sector and peculiarities of regulation
of their activity personal data security measures and risk
assessment guidelines. We delivered reports on relevant or
general topics concerning personal data protection during
different events in order not only to provide knowledge
about proper data protection to the representatives of
organisations but alsoto introduce personal data protection
culture in the organisations.

One of the major challenges we have faced in 2019 is
proper implementation of new functions assigned to the
personal data protection reform supervisory authorities so
that they met the expectations of the society. In pursuance
of starting full implementation of the tasks provided for
in the General Data Protection Regulation and other legal

acts, we dealt with the issues concerning organisation
of activity and human resources. The scope of activity of
the supervisory authority which has increased with the
personal data protection reform has been successfully
managed by optimisation of the activity processes. We can
be pleased that we have handled even the increased scope
of activity with the existing human resources.

We welcome the upward trends of raising awareness of
personal data protection among people. According to the
data of the Lithuanian population survey carried out in
2019, even 68 per cent of the Lithuanian population were
aware of their rights in the field of personal data protection
and the established duties where personal data is used in
professional activities. We will further seek to maintain high
indicators on awareness raising of personal data protection;
however, we also promote awareness so that people not
were aware of existence of legal personal data protection
but would better know and understand its value in
everyday life and transparency and clarity in personal data
processing was not a goal per se but one of the responsible
business activity standards.

Director of the State Data Protection Inspectorate



The State Data Protection Inspectorate (hereinafter
referred to as SDPI) is one of personal data protection
supervisory authorities in  Lithuania the mission of
which is to “safeguard the human right to personal data
protection”. SDPI deals with the cases where personal data
is processed by different enterprises, public institutions
and other organisations, i.e. bank, municipality, e-store,
school, hospital, police, attorney-at-law, notary public,
non-government organisation and nature persons etc. for
professional or commercial purposes.

In 2019, SDPI organised its activities in accordance with the
Strategic Activity Plan for 2019-2021 approved by Order No
1R-90 of the Minister of Justice of the Republic of Lithuania
of 28 February 2019 “On the Approval of the Strategic
Activity Plan of the State Data Protection Inspectorate for
2019-2021"and the Annual Operational Plan approved by
Order No 1T-39(1.12)) of the Director of the Inspectorate of
29 March 2019"0On the Approval of the Annual Operational
Plan of the State Data Protection Inspectorate for 2019”.
Furthermore, the Inspectorate fulfilled the functions set out
in Regulation (EU) 2016/679 of the European Parliament and
of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and
on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation) (hereinafter
referred to as the “GDPR"), the Republic of Lithuania Law
on Legal Protection of Personal Data (hereinafter referred
to as the "LLPPD"), the Republic of Lithuania Law on Legal
Protection of Personal Data, Processed for the Purposes
of Prevention, Investigation, Detection or Prosecution of
Criminal Offences, or the Execution of Criminal Penalties, or
National Security, or Defence, the Republic of Lithuania Law
on Electronic Communications and other legal acts.

Following the Regulations of the State Data Protection
Inspectorate approved by Resolution No 1156 of the
Government of the Republic of Lithuania of 25 September
2001 "On the Grant of Powers to the State Data Protection
Inspectorate and Approval of the Regulations of the State
Data Protection Inspectorate’, SDPI is an institution of
the Government of the Republic of Lithuania involved in
framing of the national policy on personal data protection
management and implementing it.

The purpose of SDPI shall be supervision of protection of
fundamental rights and freedoms of natural persons when
processing personal data and creation of more favourable
conditions for a free movement of personal data in the
European Union. The main objectives of activity of SDPI
shall be as follows:

7/ To be involved in formation of the national policy on
personal data protection;

/ To carry out monitoring of the GDPR and other personal
data protection legal acts and ensure compliance with
them;

7/ To control personal data processing;

7/ To comply with the provisions of Council of Europe
Convention for Protection of Individuals with regard
to Automatic Processing of Personal Data (ETS No
108) executed on 28 January 1981 in Strasbourg and
protocols to the Convention.

According to Resolution No 486 of the Government of the
Republic of Lithuania of 16 May 2018 “On the Formation
of the Commission for Coordination of Implementation of
the General Data Protection Regulation’, a commission was
formed (the representatives of SDPI also were involved in
the activities of the afore-mentioned Commission) and the
following tasks were assigned to the Commission:

7 To coordinate implementation of the GDPR and provide
related services to the Government of the Republic of
Lithuania;

/ To analyse, assess and put forward proposals on
resolution of the problems arising in compliance with
the requirements of the GDPR to public authorities and
institutions;

7 To furnish the Government of the Republic of Lithuania
with information on the progress of implementation of
the GDPR at least once a quarter.

The afore-mentioned Commission operated till July
2019; during the afore-mentioned period, relevant
recommendations on appointment of law enforcement,
data protection officers to the public sector have been
provided etc.

On 26-30 November 2018, Lithuania hosted Schengen
evaluation in the area of personal data protection. SDPI
was one of the authorities under evaluation. Schengen
evaluation expert group set up of the personal data
protection supervisory authorities of the European
Union Member States and the representatives of the
European Commission met with the representatives of
SDPI, evaluated the independence, structure, functions,
financing of SDPI as a supervisory authority as well as
supervision of the Lithuanian national second generation
Schengen information system and the Lithuanian national
visa information system. In 2019, SDPI analysed the
recommendations set out in the conclusion, prepared the
measures for implementation of the recommendations
and started implementation of the measures.



The functions of SDPI are not limited only to supervision
of application of the GDPR. The European Union legislation
provides for that the supervisory authority must carry out
audits in different information systems, for example, an
audit of data processing operations in national Schengen
Information System, the Visa Information System etc.
In 2019, particular attention was paid to audits. The
employees of SDPI planning to carry out audits attended
special trainings, the issues of audit procedures, drawing up
of plans, use of resources and other relevant issues were
considered.

In 2019, SDPI faced a challenge how to implement the new
functions established in relation to the European personal
data protection reform. Due to the new legal regulation of
personal data protection the scope of SDPI has increased
and this is related to the need for direct additional human
resources. To this end, at the end of 2019 6 additional posts
were allocated to SDPI (all posts were created till the end of
the year). According to the data available on 31 December
2019, SDPI has 38 posts for performance of its activities
including 29 posts which were filled and in 2019 3 persons
left the positions and 7 new employees were employed.

Financial and human resources of SDPI

In 2019, at the request of the European Commission, SDPI
as one of the national supervisory authorities of the EU
Member States focused on education of small and medium
business on innovation of the GDPR. The representatives of
SDPI delivered reports in conferences, delivered seminars
and attended a lot of other events relevant to the data
protection community and other stakeholders, drew
up recommendations and guidelines, cooperated with
different associations. According to the data of the survey
carried outin 2019 on behalf of SDPI, even 90 per cent of the
representatives of small and medium business were aware
of the GDPR. According to the data of the same survey, 68
per cent of the Lithuanian population knew their rights and
duties in relation to personal data protection (in 2016, 35
per cent). SDPI is proud of its high result; nevertheless, the
organisations carrying out the works of ensuring conformity
of personal data protection, publishing information on
amendments to the data protection policies, educating
their employees, introducing personal data protection
culture in their environment have also contributed to
achievement of the result.

2017 2018 2019 2020 (plan)
Budget (thous. EUR) 7293 1111.0 1120.0 1201.0
Including for wages (thous. EUR) 477.0 531.0 805.0 919.0
Number of allocated posts 32 32 38 38
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In 2019, having evaluated the objectives and situation of
the European personal data protection reform in Lithuania,
SDPlimplemented the envisaged three priorities of activity.

PRIORITY Review and Improvement of

1 the Personal Data Processing

Supervision Activities Carried
Out by SDPI

In implementation of the afore-mentioned priority,
SDPI reviewed and improved personal data procession
supervision activities in the context of new legal regulation:

/ SDPI approved new Rules for Carrying out of
Investigations and/or Inspections Carried Out by the
State Data Protection Inspectorate (Order No 1T-92
(1.12.F) of the Director of SDPI of 17 July 2019 “On the
Approval of the Rules for Carrying out of Investigations
and/or Inspections Carried Out by the State Data
Protection Inspectorate”) which, inter alia, provide for
the cases where before carrying out an inspection SDP!
imposes a temporary or final personal data processing
restriction in accordance with Article 58(Q2)(f) of the
GDPR;

/ SDPI approved the Description of the Procedure for
Imposition of Administrative Fines for Violations of
the Legal Acts Regulating Personal Data Protection
(Order No 1T-154 (1.12.E) of the Director of SDPI of 30
September 2019 “On the Approval of the Description
of the Procedure for Imposition of Administrative Fines
for Violations of the Legal Acts Regulating Personal Data
Protection”) regulating the procedure in relation to
imposition of an administrative fine, i.e. the procedure
for preparation for the case hearing and adjudication of
the case was regulated, the procedure for adoption of
decisions of SDPI was established etc.

PRIORITY Raising Public Awareness

2 about Personal Data

Protection

The establishment of the right to personal data protection
as one of the fundamental human rights and related
changes in the legal regulation have led to the need for
education of the society and raising public awareness
about personal data protection. In the light of the fact
that in 2019 SDPI drew up 20 methodological documents

useful both to the organisations seeking to properly fulfil
the duties in processing of personal data set forth in the
GDPR and to people so that they could clearly and properly
understand the content of the rights guaranteed for them
and possible remedies of such rights. In 2019, SDPI actively
provided information to the media, published it on the
website, organised meetings with the representatives of
different organisations, delivered reports in the events,
implemented other awareness raising measures.

In 2019, a two year project “Promotion of High Standards
of Personal Data Protection SolPriPa” started in 2018 was
continued. During the project, the representatives of SDPI
in cooperation with their partners from Mykolas Romeris
University carry out the activities of raising awareness in
the field of personal data protection for such target groups
as representatives of small and medium-sized business,
healthcare sector, start-ups, media outlets, youth and
elderly people.

PRIORITY Strengthening of

3 International Activity and

Cooperation in the Area of
Personal Data Protection

In the light of the fact that one of the factors which has
determined adoption of the GDPR is the established
potential risk arising when personal data is provided to third
countries; therefore, the objective is uniformity of personal
data processing rules in transfer of personal data to other
countries and development of effective such personal
data transfer supervision mechanisms one of the essential
elements of which is cooperation between national
personal data protection supervision authorities of the EU
Member States in carrying out of investigations in relation
to international major personal data processing, the so-
called one-stop-shop procedure. Lithuania was one of the
first European Union Member States which successfully
implement the one-stop-shop procedures in practice. It is
to be noted that in 2019 SDPI was a managing supervisory
authority in 7 international cases and 8 times addressed
the managing supervisory authority for determination of
another supervisory authority.

Furthermore, together with the start of application of the
GDPR, the European Data Protection Board (hereinafter
referred to as the “Board”), i.e. an independent European
Union institution which helps to ensure consistent
application of data protection rules throughout the
European Union and brings together the personal data



protection supervision authorities of the European Union
Member States, started its activities. SDPI as the national
personal data protection supervision authority also is a
member of the Board contributing to the activities of
the Board itself and its 14 subgroups. Particular attention
should be paid to the role of the Board in the area of
personal data protection, since the GDPR has granted
the right to it to officially interpret the provisions of the
GDPR; thus, ensuring uniform application of the afore-
mentioned legal act throughout the European Union. One

of the most important elements of activity of the Board is
presentation of examples of guidelines, recommendations
and best practice to the society. The significance of the
above functions is revealed by the data of the public
survey carried out by the Board in 2019 and the data of the
survey suggests that even 64 per cent of the respondents
agreed that the guidelines prepared by the Board were
useful in their activities (the answer to the question “Have
the guidelines prepared by the Board been useful to my
organisation seeking for conformity with the GDPR?").

SolPriPa: Public Awareness Raising in Lithuania

SolPriPa. On 17 September 2018 saw the official launch
of SolPriPa — joint project of the State Data Protection
Inspectorate and Mykolas Romeris University funded
by the European Union titled Solving Privacy Paradox:
Promotion of High Standards of Personal Data Protection
as a Fundamental Right and One of the Key Factors of
Consumer Confidence in the Digital Economy. Surveys
conducted in previous years revealed quite a paradox of
people, albeit being aware of their rights of privacy and
personal data protection, demonstrated no eagerness to
protect them. It is expected that this situation is going to
change for the better along with the ongoing personal
data protection reform conducted in relation to GDPR and
awareness raising as well as information of the public about
personal data protection.

Atwo-year SolPriPa project has asits goals the strengthening
of institutional and organisational competences in non-
formal education of the project partners; promotion of
better management of business activities in the area of
personal data protection; public awareness raising about
data protection issues and promotion of intolerance
towards personal data abuse; promotion of youth social
solidarity and citizenship, development of youth citizenship
competences for the purpose of an active and responsible
participation in an ever-changing society.

During SolPriPa project implementation trainings are to
be organised, teaching tools are to be developed for the
purpose of better absorption of the teaching material,

hosting of awareness raising seminars and other measures
for different target groups, such as a competition for youth
and development of a software application.

The key target groups of this project are small and medium-
sized business representatives, health care and mass media
sectors, vulnerable groups of society, such as youth or the
elderly.

In 2019, 5 project seminars were organised in different
places in Lithuania, i.e. for target groups planned in Vilnius,
Kaunas and Alytus. Knowledge about their rights in the
area of personal data and privacy protection was provided
to people and representatives of different organisations
deepened their knowledge about the duties in relation to
processing of personal data and exercise of the rights of
data subjects. Furthermore, 5 sets of information for delivery
of seminars were drawn up, preparation of 7 guidelines and
7 leaflets has started.

Sol
Pri
Pa




SUPERVISION OF ECONOMIC ENTITIES AND OTHER DATA CONTROLLERS

Personal data protection supervision activity

Activities 2017 2018 2019
Inspections carried out on the initiative of SDP! 91 141 112
Esec:é\r/weeci and examined notifications on personal data y 100 175
Received complaints of persons 480 859 880
Examined complaints of persons 490 619 995

Supervision of economic entities and other data controllers and international activity

STATE DATA PROTECTION

INSPECTORATE
OF LITHUANIA

Violation overview

EFFECTIVE INSPECTIONS

Share of inspections when
, 6 z o violations have been found.
/o The Inspectorate carried out
112 inspections of legal and

natural persons in 2019.

LARGEST FINE IMPOSED

EEEEELEEEEEEEEELEE
cecgfes €€ o
e e

€€ €€ €

CEEEEEEEEEEEEEEEES

Euro fine imposed for
infringement in the
sector of payment
initiation services.

NOTIFICATIONS RECEIVED

In 2019, the Inspectorate received 175 breach notifications
of those:

on loss of on cyber
confidentiality incidents

61%
occurred due to
human error

COMPLAINT RESOLUTION

In 32% of were i

to persuade data controllers to solve data
protection issues. Fields that got the most
complaints are listed below. Percentages show
(Il ) complaints that caused sanctions to be
imposed.

ta
21% Collection of personal da

31%

Right to access persong| data
149,
’°C6ssin
9 Online

INTERNATIONAL COOPERATION

International organisations with which the Inspectorate
communicated most frequently in 2019:

o European Data Protection Board

7 6 0/ o The Schengen Information System (Il) Supervision Coordination Group
0 e Data protection supervisory authorities in other countries

were timely ()

Europol Cooperation Board
reported

o Consultative Committee of the Council of Europe Convention
for the P ion of Individuals with regard to A
Processing of Personal Data (ETS No 108)




Inspections

In 2019, SDPI carried out 112 inspections. Some of them =019 M2018 ™ 2017
were carried out in accordance with the Plan for Preventive 141
Inspections of SDPI for the Year 2019 No 3R-100 (1.41))
approved on 4 February 2019 by the Director of SDPI. In 112
2019, 75 scheduled inspections were carried out; they

) ) o 91
constitute an important part of activity of SDPI. In 2019, 30
a half of the inspections carried out by SDPI (74) was
unscheduled, initiated in response to the events related
to data security incidents in different public or private 43
information systems, in case of any suspicions as to unsafe
processing of personal data etc. They are carried out when

SDPI receives information from the media, anonymous 3/

notifications of personal data breaches. -
Inspections Instructions No breaches

The majority of 112 inspections finished in 2019 was carried out given detected

inspections of activity related to goods and services,
accommodation services, activity of state and municipal
institutions, finance and credit activity, processing of
personal data carried out by natural persons.

Breakdown of inspections carried out in 2019 by the data controller

Activity of state and
municipal institutions 21

Accommodation Natural persons 15
services 16

Finance and
credit activity 10

-/

Health services 8

Law enforcement 4

/ /

Electronic Other activity Education and culture 7
communication services, related to goods
network providers 4 and services 47



In43 cases, no breacheswere detected;in 65 cases, sanctions
were imposed, in some cases, even several sanctions,
mainly, instructions, reprimands, recommendations were
imposed.

In 2019, the majority of breaches detected by SDPI in the
course of scheduled and unscheduled inspections was
breaches in relation to implementation of data protection
principles, the right to be informed, security of data
processing, records of processing activities, actions of the
data processor, a failure to give a notification of a personal
data breach to the supervisory authority.

INSPECTIONS
OF COMPANIES
PROVIDING LEASE/
RENTAL SERVICES

Summary of the inspections of the companies
providing lease/rental services in relation to
implementation of the data minimisation principle
in processing of personal data for the purpose
of conclusion and performance of a lease/rental
contract and notification of the data subjects of
personal data processing

SDPIinspected 16 companies registered and operating
in the Republic of Lithuania and engaged in provision
of lease/rental services. During the inspections, an
interest in personal data processing carried out by the
companies was taken in terms of the following two
aspects: first, if the company properly implements the
data minimisation principle in processing of personal
data for the purpose of conclusion and performance
of a lease/rental contract; second, if a proper notice of
personal data processing is given.

After carrying out inspections in relation to
implementation of the data minimisation principle,
it has been determined that 8 companies properly
implement the data minimisation principle and 8
companies have failed to ensure compliance with
the afore-mentioned principle and the personal data
processed by them is not adequate, relevant and
limited to what is necessary in relation to the purposes
for which they are processed.

In order to help other representatives of the sector to
familiarise with the problematic aspects of personal data
processing and, on its own initiative, start eliminating
the shortcomings, in 2019, SDPI prepared summaries of
the sector inspections of lease/rental services, hotels and
sports clubs.

The following breaches were detected:

1. Disproportionate to the objectives pursued, in
particular, where equipment of a low value is leased/
rented, creditworthiness of persons is verified.

2. Unreasonably processed copy of the reverse side of
the driving licence which often contains health data.

3. The companies process copies of driving licences
although they need only a part of the data.

4. The companies process copies of other identification
documents although, for example, police officers
clearly request to provide namely a copy of the
driving licence.

5. Although the companies need a photo of the
leasing/renting person, they unreasonably process a
copy of the whole identity documents.

Following the General data Protection Regulation,
disproportionate personal data processing may
seriously prejudice the rights and freedoms of persons,
for example, the documents could be easier forged
using genuine data; therefore, the companies must
be diligent and process only such amount of data as
necessary for the objectives pursued.

The evaluation of the companies in terms of notification
of personal data processing has disclosed that 14 of the
sixteen inspected companies improperly notify their
data subjects of their personal data processing.

The following breaches were detected:

1. Not full or inaccurate information on personal data
processing is provided.

2. Information on not carried out personal data
processing if provided.

3. Persons are misled requesting for their consent
although in fact they should only confirm that they
have familiarised themselves with information.



4. Where data is collected from the data subject,
the companies do not provide the persons with
information in the course of collection of data.

5. Where data is received not from the data subject,
the companies do not provide information to the
persons within the set time limit.

INSPECTIONS
OF HOTELS

Summary of the inspections of hotels in relation to
implementation of the data minimisation principle
in processing of personal data of the guests

In 2019, SDPI carried out scheduled inspections of hotels
in relation to customers’ personal data processing for
the purposes of registration. 18 representatives of the
sector were inspected.

NN

GDPR
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INSPECTIONS
IN SPORTS
CLUBS

Summary of the inspections of the lawfulness of
biometric data processing carried out in sports
clubs

In 2019, SDPI inspected the sports clubs belonging to
three companies in relation to processing of biometric
personal data processing. The carried out inspections

6. The companies charge a fee for provision of
information of data processing if the data subject
applies for provision of such information more than
once a year although they have failed to prove
that such application is evidently ungrounded or
disproportionate.

The instructions to eliminate the breaches detected by
SDPI within 1-2 months were given to the companies.

According to the personal data processing rules set
forth in the GDPR, hotels just like other personal data
processing companies should seek to collect as less
personal data on each customer as possible. Thus,
hotels must process only such personal data which
is necessary for proper provision of the service to the
customer; in other words, in order to achieve personal
data processing objectives.

The carried out inspections have shown that 2 hotels
have failed to implement the data minimisation
principle, since they have failed to justify why they
need to collect information on the place of birth of the
customer. Besides, 4 hotels breached the obligation to
maintain records of processing activities provided for in
the GDPR.

The instructions to eliminate the personal data
breaches detected by the personal data protection
supervisory authority were given to the hotels and a
recommendation to specify the records of processing
activities was given to one hotel.

suggest that the companies process fingerprint models,
the so-called binary codes for the purposes of access to
sports clubs and control of the workplace.

After carrying out of the inspections of the sports
clubs, SDPI instructed to the companies to eliminate
the detected breaches. One of them was instructed
to suspend processing of the customers’ fingerprint
models till the data protection impact assessment is
carried out and conformity with all requirements of the
GDPRis ensured. For two companies it was instructed to
suspend processing of employees’ fingerprint models.
For all three companies it was instructed to ensure
technical and organisational data security measures.

From the point of view of SDPI, the companies planning
to process biometric personal data are obliged to carry
out a data protection impact assessment. It is important
to establish if the grounds for processing of such personal
data exists at all, assess any possible risks, adequate
security measures for minimisation of such risks.



As for use of fingerprints with the person’s consent,
SDPI takes the view that such data may be processed
with express, unambiguous consents of the properly
informed customers. Moreover, the customers must
be also provided with alternative possibilities where
fingerprint models are not processed. It is particularly
important to note that the consent cannot be deemed
to be an appropriate personal data processing condition
where personal data of an employee is processed. The
employee’s consent is not considered as free consent
due to disbalance of power.

Personal Data Breaches

In 2019, SDPI received 175 notifications of personal
data breaches including 157 notifications on loss of
confidentiality (unauthorised access or disclosure), 15
notifications on loss of integrity (unauthorised modification
of personal data), 17 notifications on loss of access (loss,
destruction of personal data). In some cases, notifications
on several circumstances were given.

In order to process biometric personal data, the
companies must choose appropriate technical and
organisational data security measures. The carried out
inspections have shown thatall companies insufficiently
ensure security of the processed fingerprint models
although such data processing is subject to high risk
level.

The GDPR provides for the duty to notify the data subject of
a data breach which has occurred in certain cases. In 2019,
in 86 cases of 175 notifications on data breaches given to
SDPI, the data subjects were notified and, in 89 cases, the
data subjects were not notified.

Categories of personal data the security of which has been breached

Data on judgements of

Other 33

o=z,

Not known (at the moment

conviction and criminal acts 1 of giving the notification) 7

! 4 0

S /

Personal data confirming the Special categories
identity of the person 122 of personal data 5

Login data and/or person'’s
identification numbers 7



It is to be noted that the notifications of which SDPI customers were affected in Lithuania and 14,226,331
was notified in 2019 suggest that not less than 906,500 customers were affected throughout the world.

Number of CUSTOMERS AFFECTED

as a result of 175 data breaches LT 906,500 customers @ 14,226,331 customers
Examination of Complaints
The number of complaints received by SDPI is rising as complaints were about disclosure, collection of personal
compared with the last 3 years. In 2017, 480 complaints data, online data processing, direct marketing, video
were received, in 2018, 859 complaints were received and, surveillance, the right to access personal data. In 2019, 995
in 2019, 880 complaints were received. The majority of the complaints were examined.

Breakdown of received complaints by months in 2017-2019
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Breakdown of sanctions imposed after examination of complaints by the economic
entities listed below and other economic entities

Education and culture
Electronic coommunication establishments 10

services, network providers 8

Other 29

Insurance service Natural
providers 4 persons 29

Law enforcement

Attorneys-at-law o
Y ' institutions 3

notaries public, bailiffs 6

TENYY & X 4 00, O

Accommodation
service providers 1

Health
institutions 3

State and municipal

E-stores 5 Debt colllectlon institutions and bodies 32
companies 3
Finance and credit Other suppliers of goods
institutions 8 and service providers 85

Breakdown of cases where sanctions were imposed by the area of the complaint
(several options are possible, the amount exceeds 100 per cent)

Indicator Total
Personal identification number 6
Disclosure of personal data 56
Direct marketing 56
Video surveillance 49
Collection of personal data 23
Right to access data 22
Collection of personal data from public registers and information systems 14
Personal data of debtors 13
Online data processing 8
Storage of personal data 8
Personal data of employees 6
Right to object to data processing 7
Security of data 5
Processing of superfluous data 5
Right to be forgotten 4
Health data 2
Recording of telephone conversations 2
Rights to restrict data processing 2
Child's personal data processing 2
Monitoring of electronic communication 1
Other 10




In 2019, several complaints examined by SDPI were related
to movement of international data through the EU Member
States; therefore, such cases were resolved not only on the
scale of Lithuania but also with the help of the supervisory
authorities of related states. The cases were resolved by
means of the Internal Market Information System (IMI).
In 2019, SDPI referred 9 cases to another EU supervisory
authority for examination through the system, in 11 cases,
SDPI itself was the managing supervisory authority in
international cases.

Besides, SDPI was the first supervisory authorities of the EU
Member States which imposed a fine in the international
case adjudicated together with the Latvian supervisory
authority by applying one-stop-shop principle. It was the
case where in the first half of 2019 the largest administrative
fine in Lithuania amounting to EUR 61,500 for violations of
the GDPR was imposed. Sanctions for violations of Articles
5,32 and 33 of the GDPR, i.e. a personal data breach in the
payment initiation service system of which the company
has, inter alia, failed to notify the supervisory authority,
were imposed on the company.

il

2019 court judgements concerning the cases of the
persons’ complaints investigated by SDPI

In the majority of cases, the case-law concerning
personal data protection established by the courts
in 2019 is still related to related to legal regulation of
personal data processing valid till before the start of
application of the GDPR on 25 May 2018 and the Law
on Legal Protection of Personal Data on 15 July 2015.

High indicators of received complaints suggest that people
better understand their rights in the area of personal data
protection and tend to defend them. Nevertheless, it is to
be noted that persons often immediately address SDPI even
without exercising the right and sometimes the duty to first
apply to the data controller for exercise of their rights. In
the light of the fact that some complaints received by the
supervisory authority are related not to systematic breaches
but only to processing of personal data of individual data
subjects and the fact that such breaches are often related to
the human error, SDPI sees a need for establishment of the
right of the supervisory authority to reconcile the person
who has lodged the complaint and the person against
whom the complaint is lodged taking into account the
circumstances specified in the complaint and other related
circumstances in the Republic of Lithuania Law on Legal
Protection of Personal Data, thus, ensuring quick complaint
examination process and the principle of economy of the
activities of the supervisory authority.

In 2019, the Lithuanian courts ruled on the following:

/ Video surveillance carried out by a natural person
where surveillance is towards the exterior of the
private area;

/ Precise identification of the person ordering food to
home electronically;

/ Rejection of the complaints not falling within
the competence of SDPI or discontinuation of
examination of the complaints, for example, where
a natural person carries out video surveillance for
personal purposes;

/ Disclosure of data on an employee to the
employment agency;

/ Rights of police officers to collect data on the family
members of the person who committed the offence
in adjudication of cases of administrative offences
and drawing up of records of administrative offences;

/ Lawfulness of provision of the debtor's personal
data to third parties and the requirements for such
provision;

/ Actions of the State Tax Inspectorate in collection of
data from the Population Register.

Summary of court judgements adopted in 2019 >>


https://vdai.lrv.lt/lt/naudinga-informacija/skundu-nagrinejimo-veiklos-apibendrinimai

Imposed sanctions. Evaluation of the statistics of the
activity of SDPI in 2019 suggests that the majority of
imposed sanctions are instructions, in particular, where
breaches are detected during the carried out scheduled
inspections. In 2019, SDPI issued a total of 178 instructions,
96 reprimands, 4 recommendations to the representatives
of the private sector.

INTERNATIONAL ACTIVITY

International activity indicators

In 2019, SDPI imposed 6 fines (total amount: EUR 68,895).
The fines make a smaller portion of the sanctions
imposed by SDPI, they were imposed after carrying out of
investigations into persons’ complaints or data breaches.
Fines were imposed for a failure to properly exercise the data
subject’s right to access his/her personal data after issue of
an instruction to exercise such right, for unlawful making
of audio records; nevertheless, the majority of fines were
imposed for a failure to comply with SDPI's instructions to
provide information to SDPIin the course of carrying out of
inspections or examination of complaints.

During the first half of 2019, SDPI imposed an administrative
fine for violations of the GDPR which has the largest fine
imposed in Lithuania so far, i.e. a fine amounting to EUR
61,500. Sanctions for violations of Articles 5,32 and 33 of the
GDPR, i.e. a personal data breach in the payment initiation
service system of which the company has, inter alia, failed
to notify the supervisory authority, were imposed.

Activity 2017 2018 2019
Attendance at the meetings of international working groups 0 24 32
and organisations

Prepared responses to international enquiries 7 10 60
Expressed position of Lithuania 48 70 46
Coordination of the Binding Corporate Rules (BCR) 15 13 61

Taking into account the mandatory contribution of national
supervisory authorities to the Board and its subgroups,
SDPI started active international activity at the Board
and cooperation with supervisory authorities of other
Member States. For example, SDPI was actively involved in
coordination of the draft binding corporate rules, attends
the subgroups of the Board at which the documents
(opinions, guidelines etc.) adopted by the Board are drawn

PUBLIC AWARENESS RAISING

up and coordinated, exchanges its opinions with other
European Union supervisory authorities (through the
supervision information system IMl or using the internal tool
of the Board intended only for the supervisory authorities
of the Member States, i.e. Confluence), cooperates with the
Member States of the European Union and the European
Economic Area in examination of complaints by applying
the consistency mechanism.

Raising public awareness, education and consultation of personal data and privacy protection

Activity 2017 2018 2019
Provided consultations 5,697 6,298 4,568
Prepared public information tools 136 233 171
Drawn up methodological documents 6 10 20
Attended meetings with public and private sectors 69 93 88
Delivered reports at the events 33 63 31

20



Review of the activity of SDPI

THE STATE DATA PROTECTION
INSPECTORATE OF LITHUANIA

Performance overview

In 2019, we've been helping organisations
to apply new rules in practice. Moreover,
we’ve been witnessing a significant change:
individuals started to consider their privacy
more seriously, while organisations begun
to manage personal data more carefully.

90%

Small businesses

MOST HAVE HEARD OF GDPR

79%  Professionals and servants

awareness by occupational groups. 57%  Pensioners
53%  Housewives

PUBLIC AWARENESS RAISING

@ Consultations for organisations and people
© Information measures
(3) Meetings with representatives of organisations

o Presentations at events
O Guidelines, FAQ

ENFORCEMENT ACTIONS

Consultations

Although in 2019 less attention was paid to consultations
of individuals as compared with the start of application
of the GDPR, it is to be noted that the topic of data
protection under the GDPR has become particularly
relevant; therefore, the need for consultations of SDPI has
not decreased. In 2019, 61 consultations were provided to
data protection officers, 1,672 consultations were provided
to natural persons, 2,835 consultations were provided
to companies and public institutions. The majority of
questions were asked by people were about how to lodge
a complaint, while the organisations raised questions as
to whether certain case may be appealed against to SDP!

Public Awareness

In 2019, SDPI paid major attention to the spread of
information on the carried out activities, functions, put
forward comments on different situations, data breaches
in public and private sectors through different public
information channels and by different public information
means:

84% _ Top and middile level management

ding to nationally repi i 74% _Students and pupils
survey (2019), 72% of Lithuanians have 69%  Workers and technical staff
heard of the General Data Protection o 64%  Uncmployed
Regulation (GDPR). Statistics show 0 57% _Farmers

DPO INLITHUANIA

We have registered 2073 Data Protection Officers
(DPOs) by the end of 2019.

*

SUPERVISION FACTS

2017 2018 2019
Individual complaints G
Inspections (initiated
and conducted) @ @ @
Data breach notifications o7 @ @
fines recommendations

96 reprimands 6 4]

and were actively interested in lawfulness of personal data
processing and provision of personal data, processing of
personal data of employees, video surveillance. It was not
only such natural persons as employees, pensioners or
representatives of associations of multi-apartment house
actively addressed SDPI for consultation on processing of
their personal data; personal data protection professionals
writing articles for the media, providing personal data
processing services to its customers, attorneys-at-law,
representatives of consultation companies are particularly
active.

7/ 95 responses to enquiries

7 35 news on the website

/ 15 press releases

/ 20TV interviews or broadcasts

/ 15 radio interviews or broadcasts
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Methodological Assistance

In 2019, in pursuance of reducing the number of individual
enquiries, responding to the most relevant cases arising
in the society, providing more detailed information on
different issues concerning personal data protection
to large groups of parties concerned, SDPI paid major
attention to preparation of methodological information
which is useful both to data controllers and data subjects.
10 FAQs, 5 summaries, 3 recommendations and other
methodological documents were prepared and the most
important documents include:

7/ Guidelines on Processed Personal Data Security
Measures and Risk Assessment for Data Controllers and
Data Processors;

7/ Leaflet onVideo Surveillance Requirements;

/ Recommendation on Appointment of Data Protection
Officers in the Public Sector and Peculiarities of
Regulation of Their Activities;

/ Recommendation on Processing of Image Data in Multi-
Apartment Buildings and Private Residential Houses;

Awareness of the GDPR by the target groups

Have you ever heard about a new personal data protection legal act, i.e.

7/ Recommendation on Processing of Personal Data during
Election;

/ Summary of the inspections of the companies providing
lease/rental services in relation to implementation of the
data minimisation principle in processing of personal
data for the purpose of conclusion and performance
of a lease/rental contract and notification of the data
subjects of personal data processing;

/ Summary of the inspections of hotels in relation to
implementation of the data minimisation principle in
processing of personal data of the guests;

7/ Summary of the inspections of the lawfulness of
biometric data processing carried out in sports clubs;

7/ Summary of judgements of the Lithuanian courts;

/ Summary of judgements of the Furopean Court of
Human Rights.

B Yes No

the General Data Protection Regulation (GDPR), applied since 25 May 2018?

In total 28
Manager 16
Specialist, servant 21
Worker .- 31
Small businessman I 10
Farmer 43
Unemployed person 36
Pensioner 43
Student, schoolchild 26
Housewife 47

Atthe request of the European Commission, in 2019 national
supervisory authorities focused on education of small and
medium-sized business. The afore-mentioned target group
also received special attention of SDPI in implementation
of the SolPriPa project. The evaluation of the results of

the representative Lithuanian population survey carried
out in 2019 suggest that the efforts of SDPI have paid off.
According to the data of the afore-mentioned Lithuanian
population survey, 90 per cent of the representatives of the
small and medium-sized business were aware of the GDPR.



CARRIED OUT IN 2019

68 per cent of people were aware of their rights and duties in the area of personal data

protection
72 per cent of people heard about the GDPR
66 per cent of people were aware of SDPI

In the opinion of 80 per cent of people, health care organisations and police process

personal data in the most reliable manner

51 per cent of organisations notified people of personal data transfer

36 per cent of people believe that an infringer should be punished; however, in the
opinion of even 47 per cent of people, correction of the infringer’s behaviour would

be sufficient

In the second half of 2019, on the initiative of SDPI
the company carried out a representative Lithuanian
population survey on personal data protection.

72 per cent of the Lithuanian population (in 2018, 71 per
cent) positively answered the question “Have you ever
heard about a new personal data protection legal
act, i.e. the General Data Protection Regulation
(GDPR), applied since 25 May 2018?" The afore-
mentioned personal data protection legal act was
more often heard by 36-45 year old respondents who
had higher education and were receiving the highest
income.

Notification of persons of data processing. The data
of the representative Lithuanian population survey has
disclosed that, according to a half of the respondents,
although the new rules oblige, the data controllers, i.e.
companies, institutions and natural persons processing
personal data for profession-related purposes have not
notified of the data available to them and its transfer to
other persons. 28 per cent of the respondents pointed
out that the data controllers have notified of the persons
to whom they transfer the data but have failed to notify
of the purposes for transfer of the data. 22 per cent of
the respondents maintained that the data controllers
notified of the persons to whom they transfer the data
and for what purpose they transferred the data.

Knowledge about the rights and duties. 68 per
cent of the respondents answered that they knew or
believed that they knew the answer to the question
“Are you aware of the rights and duties in the area

¥)

GDPR

of personal data protection established in the law?”.
The afore-mentioned indicator has not changed as
compared with the indicator in 2018. It is important to
note that the afore-mentioned indicator is higher mong
people are more active in digital terms. It is even 73 per
cent among 18-45 year old Lithuanian population.

More than a half (57 per cent) of the respondents found
out about personal data protection from television, 52
per cent of the respondents found out about personal
data protection from the online media, 30 per cent
of the respondents found out about personal data
protection from other persons, 20 per cent of the
respondents found out about personal data protection
from social networks.

Authority helping to solve personal data protection
problems. In 2019, the number of persons who were
aware of the competences of SDPI increased by 12 per
cent. When the respondents were asked to specify the
authority to which they would address if they faced
any problems concerning improper personal data
processing, the majority of the persons, i.e. 66 per cent
(2018 m. — 54 proc.) indicated SDPI as one of personal
data protection supervisory authorities in Lithuania.
SDPI was more often mentioned by 46-55 year old
respondents receiving the highest income.

64 per cent of the respondents found out about the
activity of SDPI from the online mediate, 53 per cent of
the respondents found out about the activity of SDPI
from television, 35 per cent of the respondents found
out about the activity of SDPI from other persons.
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Organisations processing personal data in the most
reliable way. According to the data of the survey
carried out in 2019, the Lithuanian population mostly
trust health care institutions and police (80 per cent)
as data controllers ensuring proper processing of
data. Insurance companies and companies providing
telecommunication services (62 per cent in each case)
are less trusted, traders (45 per cent) and quick consumer
loan companies (34 per cent) are least trusted.

Fines for the infringers. The General Data Protection
Regulation applied since 2018 provides for different
sanctions for improper personal data processing
imposed on organisations. As compared with earlier
legal regulation of personal data protection, the fines
have particularly increased. A fine on the representatives
of private sector may be up to 2-4 per cent of the total
annual worldwide turnover of the previous financial

year or up to EUR 10-20 million taking into account the
infringements. Fines up to 0.5—1 per cent of the annual
budget but not more than EUR 30,000-60,000 are set
for public institutions.

The GDPR provides for not only fines but also other
sanctions. SDPI may issue instructions on elimination
of breaches, impose warnings, reprimands, impose a
temporary or final instruction on processing of data
etc. During the survey, the Lithuanian population
were enquired about their opinion on penalties on
the infringers of personal data processing. 36 per
cent of the respondents maintained that the infringer
must be punished but nearly a half (47 per cent) of the
respondents believed that correction of the infringer’s
behaviour would be sufficient. 17 per cent of the
respondents did not care about the fate of the infringers.

INVOLVEMENT IN POLICY FORMATION IN THE AREA OF PERSONAL DATA

PROTECTION

Drawing up and coordination of legal acts

Activity 2017 2018 2019
Coordinated legal acts 328 623 630
Drawn up legal acts 7 17 23

In 2019, the lawmaking activity carried out by SDPl was one
of the priority areas. During the reporting period, 23 orders
forimprovement of supervision activity were drawn up and
approved by SDPI. Furthermore, SDPI drew up 1 proposal
on the draft legal act, i.e. a proposal on improvement of the
Republic of Lithuania Law on Legal Protection of Personal
Data. Four public consultations on draft legal acts were
carried out.

In 2019, considerable attention was paid to coordination of
the draft legal acts of otherinstitutions. During the reporting
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period, in total 630 draft legal acts were coordinated:

7/ Laws—-199

7 Resolutions of the Government - 91

/ Regulations of the information systems — 128
7 Regulations of the registers - 19

/ Orders - 130

/ Otherlegal acts - 62



APPOINTMENT OF DATA PROTECTION OFFICERS IN LITHUANIA

In 2019, SDPI was notified of appointment of 601 data
protection officers including 336 public entities, 263 private
legal entities, 2 natural persons. In 2019, the largest number
of data protection officers were appointed by the following
sectors: education and culture, activity in relation to goods
and services, finance and credit activity, health care services,
activity of state and municipal institutions.

During the entire period of application of the GDPR,
ie. 2018-2019, 2,073 organisations including 1,094
representatives of the public sector notified SDPI of
appointment of a data protection officer. In 2019, in
pursuance of promoting data controllers to more actively
fulfil the duty provided for in the GDPR, SDPI also drew up
and disseminated the recommendation on data protection

The previous data protection system was substantially
reformed by the GDPR applied since 25 May 2018, i.e. the
functions fulfilled by personal data protection supervisory
authorities have been reconsidered and newly established,
cooperation among the data protection supervision
authorities of the European Union Member States has been
extended, new duties for data controllers and new rights
for data subjects in the area of personal data protection
were established. Other international and EU legal acts
the amendments to which and entry into force of which
are related to the GDPR and the personal data protection
reform within the EU provide for specific functions of the
data protection supervisory authority which must be
reconsidered and properly implemented.

officers. It is aimed at attracting the attention of public
authorities and institutions to the shortcomings related
to appointment of a data protection officer, ensuring of
his independence and regulation of his activity identified
in practice. It was recalled that the data protection officer
may help public authorities or institutions to comply with
the requirements of the GDPR and seek for the strategic
objectives of the organisation in supervision how a public
authority or institution processes personal data, advise
on the issues concerning the risks which may arise and
on other issues concerning personal data processing or
exercise of the rights of the data subject.

In the light of the objectives of the GDPR and the European
Union data protection reform, in 2018, the activity priorities
of SDPI are as follows:

1. Improvement of the carried out personal data processing
supervision activities;

2. Raising public awareness about personal data protection;

3. Strengthening of international cooperation in the area
of personal data protection.
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2019 M. VALSTYBINES DUOMENU
APSAUGOS INSPEKCIJOS
ASMENS DUOMENU APSAUGOS
PRIEZIUROS LIETUVO]JE
APZVALGA



VALSTYBINES DUOMENU APSAUGOS
INSPEKCIJOS VADOVO ZODIS

2019 m. asmens duomeny apsaugos priezidros institucijai
Valstybinei duomeny apsaugos inspekcijai buvo aktyvios
veiklos metai. Daug démesio skyréme asmens duomeny
apsaugos priezidros veiklos procesy tobulinimui, darbui
su organizacijomis dél jy vykdomo asmens duomeny
tvarkymo, teikéme pagalba asmenims, siekiantiems ginti
teise j asmens duomeny apsauga.

Nors naujasis asmens duomeny apsaugos teisinis
reguliavimas, pradéjus taikyti Bendrajj duomeny apsaugos
reglamenta, buvo 2018 m. aktualija, neabejotinai pokyciai
tesésiir 2019-aisiais.

PrieziGros institucija ir toliau vykdé aktyvig Svietimo asmens
duomeny apsaugos srityje veikla, padéjo organizacijoms
geriau perprasti naujo reguliavimo subtilumus. Parengéme
20 metodiniy dokumenty, i kuriy 4 rekomendacijas ir
gaires dél asmens duomeny tvarkymo rinkimy metu, dél
vaizdo duomeny tvarkymo daugiabuciuose ir privaciuose
gyvenamuosiuose namuose, dél duomeny apsaugos
pareiglny skyrimo vieSajame sektoriuje ir jy veiklos
reglamentavimo ypatumy, asmens duomeny saugumo
priemoniy ir rizikos jvertinimo gaires. |vairiuose renginiuose
skaitéme pranesimus aktualiomis ar bendro pobudzio
asmens duomeny apsaugos temomis, kad suteiktume
organizacijy atstovams ne tik tinkamos asmens duomeny
apsaugos ziniy, taciau ir padétume diegti organizacijy
asmens duomeny apsaugos kultara.

Vienas i$ esminiy mdasy 2019 m. issukiy — tinkamai
jgyvendinti  asmens duomeny apsaugos reformos
priezidros institucijoms numatytas naujas funkcijas,
kurios atitikty visuomenés lUkescius. Siekdami pilna
apimtimi pradeéti vykdyti Bendrajame duomeny aspaugos
reglamente ir kituose teisés aktuose numatytas uzduotis,
sprendeme tiek veiklos organizavimo, tiek Zmogiskyjy

istekliy klausimus. Sulig asmens duomeny apsaugos
reforma isaugusios priezidros institucijos veiklos apimtys
buvo sékmingai suvaldytos optimizavus veiklos procesus.
Galime pasidziaugti, kad su esamais zmogiskaisiais istekliais
jveikéme net ir iSaugusias veiklos apimtis.

Teigiamai vertiname Zmoniy informuotumo asmens
duomeny apsaugos srityje didéjimo tendencijas. 2019 m.
Lietuvos gyventojy tyrimo duomenimis, net 68 proc.
Lietuvos gyventojy zino, kokias turi teises asmens duomeny
apsaugos srityje bei numatytas pareigas, kai asmens
duomenys naudojami profesinéje veikloje. Ir toliau sieksime
islaikyti aukstus informuotumo apie asmens duomeny
apsauga rodiklius, taciau skatinsime ir sagmoninguma,
kad Zmonés ne tik Zinoty apie asmens duomeny teisinés
apsaugos egzistavima, taciau vis geriau iSmanyty bei
suprasty jos verte kasdieniniame gyvenime, o skaidrumas
iraiskumas tvarkant asmens duomenis bty ne siekiamybé,
0 atsakingo verslo veiklos standartas.

Valstybinés duomeny apsaugos inspekcijos direktorius
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Valstybiné duomeny apsaugos inspekcija (toliau -
Inspekcija) yra asmens duomeny apsaugos priezilros
institucija Lietuvoje, kurios misija ,Ginti Zmogaus teise |
asmens duomeny apsaugg”. Inspekcija sprendzia atvejus,
kai asmens duomenis profesiniais ar komerciniais tikslais
tvarko jvairios jmonés, valstybinés institucijos ir kitos
organizacijos: bankas, savivaldybe, e. parduotuvé, mokykla,
ligoniné, policija, advokatas, notaras, nevyriausybiné
organizacija bei fiziniai asmenys ir kt.

Inspekcijos  veikla 2019 m. buvo organizuojama
vadovaujantis 2019-2021 mety strateginiu veiklos planu,
patvirtintu Lietuvos Respublikos teisingumo  ministro
2019 m. vasario 28 d. jsakymu Nr. 1R-90 ,Dél Valstybinés
duomeny apsaugos inspekcijos  2019-2021 mety
strateginio veiklos plano patvirtinimo” ir metiniu veiklos
planu, patvirtintu Inspekcijos direktoriaus 2019 m. kovo
29 d. jsakymu Nr. 1T-39(1.12.) ,Dél Valstybinés duomeny
apsaugos inspekcijos 2019 mety veiklos plano patvirtinimo"”.
Taip pat Inspekcija vykdé 2016 m. balandzio 27 d. Europos
Parlamento ir Tarybos reglamente (ES) 2016/679 dél fiziniy
asmeny apsaugos tvarkant asmens duomenis ir dél laisvo
tokiy duomeny judéjimo ir kuriuo panaikinama Direktyva
95/46/EB (Bendrasis duomeny apsaugos reglamentas)
(toliau — BDAR), Lietuvos Respublikos asmens duomeny
teisinés apsaugos jstatyme (toliau — ADTA)), Lietuvos
Respublikos asmens duomeny, tvarkomy nusikalstamy
veiky prevencijos, tyrimo, atskleidimo ar baudziamojo
persekiojimo uZ jas, bausmiy vykdymo arba nacionalinio
saugumo ar gynybos tikslais, teisinés apsaugos jstatyme,
Lietuvos Respublikos elektroniniy rysiy jstatyme ir kituose
teisés aktuose jtvirtintas funkcijas.

Vadovaujantis Inspekcijos nuostatais, patvirtintais Lietuvos
Respublikos Vyriausybés 2001 m. rugséjo 25 d. nutarimu
Nr. 1156 ,Dél Valstybinés duomeny apsaugos inspekcijos
nuostaty patvirtinimo” Inspekcija yra Lietuvos Respublikos
Viyriausybés jstaiga, dalyvaujanti formuojant valstybés
politika asmens duomeny apsaugos valdymo srityje ir ja
jgyvendinanti.

Inspekcijos paskirtis — priziaréti, kad buty apsaugotos
fiziniy asmeny pagrindinés teisés ir laisvés tvarkant asmens
duomenis bei sudarytos palankesnés salygos laisvam
asmens duomeny judéjimui Europos Sajungoje.
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Inspekcijos pagrindiniai veiklos tikslai:

7/ Dalyvauti  formuojant valstybés politika asmens
duomeny apsaugos srityje;

7 Vykdyti BDAR ir kity asmens duomeny apsaugos teisés
akty stebéseng ir uztikrinti jy vykdymag;

7/ Kontroliuoti asmens duomeny tvarkymag;

7 |gyvendinti 1981 m. sausio 28 d. Strasbure sudarytos
Konvencijos dél asmeny apsaugos rysium su asmens
duomeny automatizuotu tvarkymu (ETS Nr. 108) ir jos
protokoly nuostatas.

Lietuvos Respublikos Vyriausybés 2018 m. geguzés 16 d.
nutarimu Nr. 486 ,Dél Bendrojo duomeny apsaugos
reglamento  jgyvendinimo  koordinavimo  komisijos
sudarymo” buvo sudaryta komisija (3ios komisijos veiklose
dalyvavo ir Inspekcijos atstovai), kuriai pavesta:

7/ Koordinuoti BDAR jgyvendinima ir teikti su tuo susijusius
pasitlymus Lietuvos Respublikos Vyriausybei;

/7 Analizuoti, vertinti ir teikti valstybés institucijoms
ir jstaigoms pasidlymus dél problemy, kylanciy
jgyvendinant BDAR reikalavimus, sprendimo;

/7 Nereciau kaip karta per ketvirtj teikti Lietuvos Respublikos
Vyriausybei informacija apie BDAR jgyvendinimo eiga.
Minéta komisija veiké iki 2019 m. liepos mén. Siuo
laikotarpiu buvo pateiktos aktualios rekomendacijos
vieSajam sektoriui dél teisékdros, duomeny apsaugos

pareiglny skyrimo ir pan.

2018 m. lapkricio 26-30 d. Lietuvoje buvo vykdomas
Sengeno vertinimas asmens duomeny apsaugos srityje.
Inspekcija buvo viena i§ vertinamy institucijy. Sengeno
vertinimo eksperty grupé, sudaryta i$ Europos Sajungos
valstybiy nariy asmens duomeny apsaugos prieZilros
institucijy ir Europos Komisijos atstovy, susitikusi su
Inspekcijos atstovais, vertino jos, kaip priezidros institucijos,
nepriklausomuma, struktdrg, funkcijas, finansavima, taip
pat vykdomga Lietuvos nacionalinés antrosios kartos
Sengeno informacinés sistemos ir Lietuvos nacionalinés
vizy informacinés sistemos priezilrg. 2019 m. Inspekcija
isanalizavo iSvadoje pateiktas rekomendacijas, parengé
rekomendacijoms jgyvendinti numatomas priemones ir
pradéjo Sias priemones vykdyti.



Inspekcijos funkcijos neapsiriboja vien tik BDAR taikymo
priezilra. Europos Sajungos teisés aktai numato,
kad prieziGros institucija turi atlikti auditus jvairiose
informacinése sistemose, pavyzdziui, duomeny tvarkymo
operacijy audita nacionalingje Sengeno informacinéje
sistemoje, Vizy informacinéje sistemoje ir kt. 2019 m. audity
vykdymui buvo skiriamas didelis démesys. Planuojantys
auditus atlikti Inspekcijos darbuotojai dalyvavo specialiuose
mokymuose, apsvarstyti audity atlikimo procedary, plany
parengimo, istekliy panaudojimo ir kiti aktuals klausimai.

2019 m. Inspekcija susiddre su isStkiu, kaip jgyvendinti
dél europinés asmens duomeny apsaugos reformos
numatytas naujas funkcijas. Dél naujo asmens duomeny
apsaugos teisinio reguliavimo Inspekcijos veiklos apimtys
isaugo, o tai susije ir su tiesioginiy papildomy Zzmogiskujy
istekliy poreikiu. Siuo tikslu 2019 m. pabaigoje Inspekcijai
buvo skirtos 6 papildomos pareigybés (visos jsteigtos iki
mety pabaigos). 2019 m. gruodzio 31 d. duomenimis,
Inspekcija veiklai vykdyti turi 38 pareigybes, i$ jy uzimtos
29, per 2019 m. i3¢jo 3, 0 7 nauji darbuotojai buvo priimti.

Finansiniai ir Zzmogiskieiji Inspekcijos istekliai

2019 m. Europos Komisijos prasymu Inspekcija, kaip viena
i$ ES valstybiy nariy nacionaliniy prieZitros institucijy, skyré
daug démesio smulkiojo ir vidutinio verslo Svietimui apie
BDAR naujoves. Inspekcijos atstovai skaité pranesimus
konferencijose, vedé seminarus ir dalyvavo daugybéje
kity renginiy, aktualiy duomeny apsaugos bendruomenei
ir  kitiems  suinteresuotiesiems  asmenims,  rengé
rekomendacijas ir gaires, bendradarbiavo su jvairiomis
asociacijomis. 2019 m. Inspekcijos uzsakymu atlikto tyrimo
duomenimis, apie BDAR Zino net 90 proc. smulkiojo ir
vidutinio verslo atstovy. To paties tyrimo duomenimis,
68 proc. Lietuvos gyventojy zino apie teises ir pareigas
asmens duomeny apsaugos srityje (2016 m. — 35 proc.).
Inspekcija didZiuojasi tokiu aukstu rezultatu, taciau prie
jo neabejotinai prisidéjo ir organizacijos, vykdydamos
asmens duomeny apsaugos atitikties uztikrinimo darbus,
viesindamos informacija apie duomeny apsaugos politiky
pasikeitimus, Sviesdamos savo darbuotojus, diegdamos
asmens duomeny apsaugos kultlra savo aplinkoje.

2017 m. 2018 m. 2019 m. 2020 m. (planas)
Biudzetas (ttkst. Eur) 7293 1111,0 1120,0 1201,0
i$ jo darbo uzmokesciui (takst. Eur) 4770 531,0 805,0 919,0
Skirty etaty skaicius 32 32 38 38
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2019 m. Inspekcija, jvertinusi europinés asmens duomeny
apsaugos reformos tikslus ir situacijg Lietuvoje, jgyvendino
numatytus tris veiklos prioritetus.

PRIORITETAS Inspekcijos vykdomos

1 asmens duomeny

tvarkymo prieziaros veiklos
perzira ir tobulinimas

Inspekcija, jgyvendindama § prioriteta, naujo teisinio
reguliavimo kontekste perZidréjo ir patobulino asmens
duomeny tvarkymo prieziaros veikla:

/ Patvirtino naujas Valstybinés duomeny apsaugos
inspekcijos vykdomy tyrimy ir (ar) patikrinimy atlikimo
taisykles (Inspekcijos direktoriaus 2019 m. liepos 17 d.
jsakymas Nr. 17-92 (1.12.E) ,Dél Valstybinés duomeny
apsaugos inspekcijos vykdomy tyrimy ir (ar) patikrinimy
atlikimo taisykliy patvirtinimo”), kuriose, be kita ko,
nustatyti atvejai, kai Inspekcija dar neatlikusi patikrinimo
nustato laiking arba galutinj asmens duomeny tvarkymo
apribojimga vadovaudamasi BDAR 58 straipsnio 2 dalies f
punktu;

/ Patvirtino Administraciniy baudy uz asmens duomeny
apsauga reglamentuojanciy teisés akty paZeidimus
skyrimo  tvarkos aprasa (Inspekcijos  direktoriaus
2019 m. rugséjo 30 d. jsakymas Nr. 1T-154 (1.12.F) ,Dél
Administraciniy baudy uZ asmens duomeny apsauga
reglamentuojanciy teisés akty pazeidimus skyrimo
tvarkos apraso patvirtinimo”), reglamentuodama su
administracinés baudos skyrimu susijusig procedurg,
t.y. buvo reglamentuota pasirengimo bylos nagringjimo
posédZiui ir bylos nagrinéjimo procedlra, nustatyta
Inspekcijos sprendimy priémimo tvarka ir pan.

PRIORITETAS Visuomenés informuotumo

2 asmens duomeny

apsaugos srityje didinimas
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Teisés j asmens duomeny apsaugag jtvirtinimas kaip vienos
i$ pagrindiniy Zmogaus teisiy bei su tuo susije teisinio
reguliavimo pokyciai sglygojo poreikj Sviesti visuomene ir
didinti jos informuotuma apie asmens duomeny apsauga.
Atsizvelgiant j tai, Inspekcija 2019 m. parengé 20 metodiniy
dokumenty, naudingy tiek organizacijoms, siekianc¢ioms
tinkamai jgyvendinti BDAR nustatytas pareigas tvarkant

asmens duomenis, tiek patiems Zmonéms, kad jie galéty
aiskiai ir tinkamai suprasti jiems garantuojamy teisiy turinj
bei galimus 3iy teisiy gynimo budus. 2019 m. Inspekcija
aktyviai teiké informacijg Ziniasklaidai, ja skelbé interneto
svetainéje, rengé susitikimus su jvairly organizacijy
atstovais, skaité pranesimus renginiuose, jgyvendino kitas
informuotumo didinimo priemones.

2019 m. buvo tesiamas 2018 m. pradétas dvejy mety
trukmés ,Auksty asmens duomeny apsaugos standarty
skatinimo SolPriPa” projektas. Jo metu Inspekcijos atstovai
kartu su partneriais i Mykolo Romerio universiteto vykdo
informuotumo didinimo asmens duomeny apsaugos
srityje veiklas tokioms tikslinéms grupéms kaip smulkiojo
ir vidutinio verslo atstovai, sveikatos prieziros sektorius,
startuoliai, Ziniasklaidos atstovai, jaunimas ir vyresnio
amziaus Zmonés.

PRIORITETAS Tarptautinés veiklos ir

3 bendradarbiavimo asmens

duomeny apsaugos srityje
stiprinimas

Atsizvelgiant j tai, kad vienas is BDAR priémima salygojusiy
veiksniy — nustatyta potenciali rizika, kylanti asmens
duomenis teikiant | trecigsias valstybes, todél siekiama
suvienodinti  asmens duomeny tvarkymo  taisykles
perduodant asmens duomenis j kitas valstybes bei sukurti
efektyvius tokio asmens duomeny perdavimo priezidros
mechanizmus, kuriy vienas esminiy elementy — valstybiy
nariy nacionaliniy asmens duomeny apsaugos priezilros
institucijy bendradarbiavimas vykdant tyrimus, susijusius su
tarptautiniu didelés apimties asmens duomeny tvarkymu,
vadinamosios  vieno langelio  (angl. one-stop-shop)
proceddros. Lietuva buvo viena pirmyjy Europos Sajungos
valstybiy nariy, kuri sékmingai praktikoje jgyvendino vieno
langelio procedduras. Pastebétina, kad 2019 m. Inspekcija
net 7 atvejais buvo vadovaujanti priezilros institucija
tarptautinése bylose ir 8 atvejais kreipési dél kitos priezitros
institucijos nustatymo vadovaujancia priezitros institucija.

Be to, kartu su BDAR taikymo pradZia veikla pradéjo Europos
Sajungos valstybiy nariy asmens duomeny apsaugos
priezilros institucijas vienijanti  Europos duomeny
apsaugos valdyba (toliau - Valdyba) - nepriklausoma
Europos Sajungos institucija, kuri padeda uztikrinti
nuosekly duomeny apsaugos taisykliy taikyma visoje
Europos Sajungoje. Inspekcija, kaip nacionaliné asmens
duomeny apsaugos priezilros institucija, taip pat yra



Valdybos naré, prisidedanti tiek prie pacios Valdybos, tiek
ir 14 jos pogrupiy veiklos. PaZymétinas ypatingas Valdybos
vaidmuo asmens duomeny apsaugos srityje, kadangi BDAR
jai suteikta teisé oficialiai aiskinti BDAR nuostatas, Sitaip
uztikrinant vienoda Sio teisés akto taikyma visoje Europos
Sajungoje. Vienas svarbiausiy Valdybos veiklos elementy —
gairiy, rekomendacijy ir geriausios praktikos pavyzdziy
pateikimas visuomenei. Siy funkcijy svarba atskleidzia

Valdybos 2019 m. atlikto visuomenés tyrimo duomenys,
pagal kurj net 64 proc. respondenty sutiko, kad Valdybos
parengtos gairés buvo naudingos jy veikloje (atsakymas
j klausima ,Ar Valdybos parengtos gairés buvo naudingos
mano organizacijai siekiant BDAR atitikties?”).

SolPriPa - visuomenés informuotumo didinimas Lietuvoje

2018 m. rugséjo 17 d. Lietuvoje startavo Valstybinés
duomeny apsaugos inspekcijos ir Mykolo Romerio
universiteto 1§ dalies Europos  Sajungos  léSomis
finansuojamas  projektas  ,Sprendziant  privatumo
paradoksg: asmens duomeny apsaugos, kaip pagrindinés
teisés ir vieno i$ svarbiausiy vartotojy pasitikéjimo
skaitmenine ekonomika veiksniy, auksty standarty
skatinimas”  (SolPriPa). Ankstesniais metais Lietuvoje
atliekant tyrimus susidurta su paradoksalia situacija, kad
7Zmoneés Zino apie teises dél privatumo ir asmens duomeny
apsaugos, taciau néra linke jas ginti. Tikimasi, kad 3i
situacija keisis kartu su asmens duomeny apsaugos
reforma dél BDAR ir visuomenés informuotumo didinimu
bei Svietimu asmens duomeny apsaugos srityje.

Dvejy mety trukmeés SolPriPa projekto tikslai: tobulinti
projekto partneriy neformaliojo issilavinimo institucinius ir
organizacinius gebéjimus; skatinti organizacijas pagerinti
verslo veiklos valdyma asmens duomeny apsaugos srityje;
didinti visuomenés informuotumg apie duomeny apsaugos
problemas ir skatinti netolerancija piktnaudziavimuiasmens
duomenimis; skatinti socialinj solidaruma ir jaunimo
pilietiskuma, ugdyti jy pilietiskumo kompetencija, bating
aktyviam ir atsakingam dalyvavimui nuolat kintancioje
visuomenegje.

lgyvendinant SolPriPa projekta numatyta vesti mokymus,
parengti jvairiy mokymo priemoniy, skirty geriau jsisavinti

mokymy medZiaga, rengti informuotumo didinimo
seminarus ir kitas priemones skirtingy tiksliniy grupiy
nariams, pavyzdziui, konkursas jaunimui ir programélées
sukdrimas. Sio projekto pagrindinés tikslinés grupés:
smulkiojo ir vidutinio verslo atstovai, sveikatos priezitros
ir Ziniasklaidos sektoriai, pazeidZiamesnés visuomenés
grupeés, tokios kaip jaunimas ar senyvo amziaus Zmonés.

2019 m. buvo surengti 5 projekto seminarai skirtingose
Lietuvos vietovése — Vilniuje, Kaune ir Alytuje numatytoms
tikslinems grupéms. Zmonéms suteikta ziniy apie jy teises
asmens duomeny ir privatumo apsaugos srityje, o jvairiy
organizacijy atstovai pagilino Zinias apie pareigas, susijusias
su asmens duomeny tvarkymu ir duomeny subjekty teisiy
jgyvendinimu.Taip pat parengti 5 informacijos rinkiniai, skirti
seminarams vesti, pradétos rengti 7 gairés ir 7 lankstinukai.

Sol
Pri
Pa
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UKIO SUBJEKTVY IR KITY DUOMENY VALDYTOJY PRIEZIURA

Asmens duomeny apsaugos prieziuros veikla

Veikla 2017 m. 2018 m. 2019 m.
Atlikta patikrinimy Inspekcijos iniciatyva 91 141 112
Gauta ir nagrinéta pranesimy apie asmens duomeny

N 7 100 175
saugumo pazeidimus
Gauta asmeny skundy 480 859 880
I$nagrinéta asmeny skundy 490 619 995

Ukio subjekty ir kity duomeny valdytojy prieZidra ir tarptautiné veikla

VALSTYBINE DUOMENUY
APSAUGOS INSPEKCUA

Faktai apie pazeidimus

PATIKRINIMAI VEIKSMINGI

Tikrinimy dalis, kuriy metu
, 6 2 o nustatyti pazeidimai. I$ viso
/o 2019 m. Inspekcija atliko
112 juridiniy ir fiziniy

asmeny patikrinimy.

SKIRTA DIDZIAUSIA BAUDA

EEEEELECLECEEEEREE Bauda eurais dél
€ecgfe €€ ¢ pazeidimo mokéjimo
€€ €€ A

P £ .\ inicijavimo paslaugy

CEECEEEEEEEEEEEEES sektoriuje.

GAUNAMI PRANESIMAI

Inspekcija 2019 m. gavo 175 prane$imus apie asmens
duomeny saugumo pazeidimus. 13 jy:

pranesimy dél pranesimy apie pazeidimy jvyko pazeidimy, apie
konfidencialumo kibernetinius dél Zmogiskosios kuriuos pranesta
praradimo. incidentus. klaidos. laiku.

SKUNDAI ISSPRENDZIAMI

32% skundy atvejy buvo taikytos poveikio
priemonés, kurios padéjo duomeny valdytojams
iSspresti duomeny apsaugos problema.

Zemiau pagal daZniausiai skundiamas

sritis pateikiama skundy dalis, kai

(M) buvo taikytos poveikio priemonés.

mens duomeny rinkimas

21% As

31 o e
% Teisa Susipazinti sy duomenimj
149, D, :

Uom e
Ny ¢y,
rkyma S intey,
Nete

VYKDOMA TARPTAUTINE VEIKLA
OreR s tioe T RaTorE e TR
bendradarbiavo 2019 m.:

o Europos duomeny apsaugos valdyba

o $ informacinés si (1) priezia linavimo grupé

© ity 2aliy d fefid

o Europolo bendradarbiavimo valdyba

o Europos Tarybos ijos dél asmeny rySium su
asmens d i rk (ETS Nr. 108)

Konsultacinis komitetas



Patikrinimai

2019 m. Inspekcijos atliko 112 patikrinimy. Dalis jy buvo ®2019m. ®2018m. ® 2017 m.
vykdoma vadovaujantis Inspekcijos direktoriaus 2019 m. 141

vasario 4 d. patvirtintu Inspekcijos 2019 mety prevenciniy

tikrinimy planu Nr. 3R-100 (1.41). Planiniy patikrinimy 112

2019 m. atlikta 75, jie yra svarbi Inspekcijos veiklos dalis. 91

Pusé (74) Inspekcijos atlikty patikrinimy 2019 m. yra 30
neplaniniai, pradéti reaguojant | jvykius, susijusius su

duomeny saugumo incidentais jvairiose valstybinése

ar privaciose informacinése sistemose, kilus jtarimy dél 43

64

) . . . 37
nesaugaus asmens duomeny tvarkymo ir pan. Jie atliekami
Inspekcijai gavus informacijos i Ziniasklaidos, anoniminiy
pranesimu, kity saltiniy. Neplaniniai tyrimai savo iniciatyva 3/
gali bati atliekami ir gavus pranesimus apie asmens -
duomeny saugumo pazeidimus. Atlikta Teikta Pazeidimy
tikrinimy nurodymy nenustatyta

1§ 2019 m. baigty 112 patikrinimy daugiausia jy atlikta
deél prekiy ir paslaugy veiklos, apgyvendinimo paslaugy,
valstybés ir savivaldybiy institucijy veiklos, finansy ir
kredity veiklos, fiziniy asmeny atliekamo asmens duomeny
tvarkymo.

2019 m. atlikty tikrinimy pasiskirstymas pagal duomeny valdytojq

Valstybés ir savivaldybiy
institucijy veikla 21

Apgyvendinimo Fiziniai asmenys 15
paslaugos 16

Finansy ir
kredity veikla 10

-/

Sveikatos
paslaugos 8

Teisésauga ir
teisétvarka 4

g
/

Elektroniniy rysiy tinkly, Kita prekiy ir Svietimas ir kultara 7
paslaugy teikimas 4 paslaugy veikla 47
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PaZzeidimy nenustatyta 43 atvejais, 65 atvejais taikytos
poveikio priemonés, kai kuriems net po kelias, daugiausia
nurodymai, papeikimai, rekomendacijos.

2019 m. atlikdama planinius ir neplaninius patikrinimus
Inspekcija daugiausia pazeidimy nustaté dél duomeny
apsaugos principy jgyvendinimo, teisés bati informuotam,
dél duomeny tvarkymo saugumo, duomeny tvarkymo
veiklos jrasy, dél duomeny tvarkytojo veiksmy, dél
prane$imo apie asmens duomeny saugumo pazeidima
nepateikimo priezitros institucijai.

NUOMOS
PASLAUGAS
TEIKIANCIY
BENDROVIY
TIKRINIMAI

\/
\

e

Nuomos

paslaugas teikianciy

bendroviy
patikrinimy dél duomeny kiekio mazinimo principo
igyvendinimo tvarkant asmens duomenis nuomos
sutarties sudarymo ir vykdymo tikslu bei duomeny
subjekty informavimo apie asmens duomeny
tvarkyma apibendrinimas

Inspekcija patikrino 16 Lietuvos Respublikoje registruoty
ir veikla vykdanciy bendroviy, uzsiimanciy nuomos
paslaugy teikimu. Atliekant tikrinimus domeétasi
bendroviy atliekamu asmens duomeny tvarkymu dviem
aspektais: pirma, ar bendroves tinkamai jgyvendina
duomeny kiekio mazinimo principg tvarkydamos
asmens duomenis nuomos sutarties sudarymo ir
vykdymo tikslu, antra, ar tinkamai informuojama apie
asmens duomeny tvarkyma.

Atlikus  tikrinimus dél duomeny kiekio mazinimo
principo jgyvendinimo nustatyta, kad 8 bendrovés
tinkamai jgyvendina duomeny kiekio maZinimo
principa, o 8 sio principo neuztikrina ir jy tvarkomi
asmens duomenys néra adekvatls, tinkami bei tvarkomi
ne tie duomenys, kuriy reikia siekiant nurodyty tiksly.

Nustatyti pazeidimai:

1. Neproporcingai siekiamiems tikslams, ypa¢ kai
nuomojama nedidelés vertés jranga, yra tikrinamas
asmeny kreditingumas.

Siekdama padéti kitiems sektoriaus atstovams susipazinti su
probleminiais asmens duomeny tvarkymo aspektais ir savo
iniciatyva imtis Salinti trdkumus, Inspekcija 2019 m. parengé
sektoriniy patikrinimy dél nuomos paslaugy, viesbuciy ir
sporto kluby apibendrinimus.

2. Nepagrjstai  tvarkoma vairuotojo  pazymeéjimo
antrosios puses, kurioje neretai nurodomi sveikatos
duomenys, kopija.

3. Bendroveés tvarko vairuotojo pazymejimy kopijas,
nors joms reikia tik dalies duomeny.

4. Bendrovés  tvarko  kity asmens  tapatybe
patvirtinanciy dokumenty kopijas, nors, pavyzdziui,
policijos pareiglnai aiskiai reikalauja pateikti butent
vairuotojo pazymejimo kopija.

5. Nors bendrovéms reikalinga nuomojancio asmens
nuotrauka, jos nepagristai tvarko viso asmens
tapatybe patvirtinancio dokumento kopija.

Vadovaujantis BDAR, neproporcingas asmens duomeny
tvarkymas gali sukelti didelj pavojy asmeny teisems
ir laisvems, pavyzdZiui, dokumentai lengviau galéty
bati suklastoti panaudojant tikrus duomenis, todél
bendroves turi bati atidzios ir tvarkyti tik tiek duomeny,
kiek reikia siekiamiems tikslams.

Vertinant  bendroves informavimo apie asmens
duomeny tvarkyma aspektu nustatyta, kad 14 iS 16
tikrinty bendroviy duomeny subjektus apie jy asmens
duomeny tvarkyma informuoja netinkamai.

Nustatyti pazeidimai:

1. Pateikiama ne visa arba netiksli informacija apie
asmens duomeny tvarkyma.

2. Pateikiama informacija apie neatliekamg asmens
duomeny tvarkyma.

3. Asmenys klaidinami prasant duoti sutikima, nors
i$ tiesy jie turéty tik patvirtinti, kad susipazino su
informacija.

4. Kai duomenys renkami i§ duomeny subjekto,
bendrovés asmenims nepateikia informacijos
duomeny rinkimo metu.



5. Kai duomenys gaunami ne i$ duomeny subjekto,
bendrovés asmenims nepateikia  informacijos
nustatytu laiku.

6. Bendrovés taiko mokestj uz informacijos apie
duomeny tvarkymg suteikima, jeigu duomeny
subjektas deél Sios informacijos suteikimo kreipiasi

VIESBUCIY
TIKRINIMALI

Viesbuciy patikrinimy dél asmens duomeny kiekio
mazinimo principo jgyvendinimo tvarkant sveciy
asmens duomenis apibendrinimas

2019 m. Inspekcija atliko planuotus vieSbuciy tikrinimus
del klienty asmens duomeny tvarkymo registracijos
tikslu. Patikrinta 18 Sio sektoriaus atstovy.

BDAR

N
//\

SPORTO KLUBY
TIKRINIMAI

Sporto klubuose atliekamo biometriniy duomeny
tvarkymo teisétumo patikrinimai

Inspekcija 2019 m. patikrino  trims  jmonéms
priklausancius sporto klubus dél biometriniy asmens
duomeny tvarkymo. Atlikus tikrinimus nustatyta, kad

daugiau kaip 1 karta per metus, nors nejrodo, kad
toks prasymas yra akivaizdziai nepagrjstas arba
neproporcingas.

Bendrovéms pateikti nurodymai per 1-2 meén. laikotarpj
pasalinti Inspekcijos nustatytus pazeidimus.

Pagal asmens duomeny tvarkymo taisykles, jtvirtintas
BDAR, viesbuciai, kaip ir kitos asmens duomenis
tvarkancios bendrovés, turéty siekti surinkti kuo maziau
asmens duomeny apie kiekvieng klienta. Taigi, viesbuciai
turi tvarkyti tik tuos asmens duomenis, kuriy reikia, kad
baty tinkamai suteikta paslauga klientui, kitaip tariant,
jgyvendinti asmens duomeny tvarkymo tikslai.

Atlikus  tikrinimus  nustatyta, kad 2 vieSbuciai
nejgyvendino duomeny kiekio mazinimo principo, nes
nepagrindé, kodél jiems reikia surinkti informacija apie
kliento gimimo vieta. Be kita ko, 4 vieSbuciai pazeidé
BDAR numatytg prievole tvarkyti duomeny tvarkymo
veiklos jrasus.

VieSbuciams pateikti nurodymai pasalinti asmens
duomeny apsaugos priezidros institucijos nustatytus
pazeidimus, o vienam - rekomendacija patikslinti
duomeny tvarkymo veiklos jrasus.

bendrovés tvarko pirsto atspaudo modelius praéjimo j
sporto klubus ir darbo vietos kontrolés tikslu.

Atlikusi sporto kluby tikrinimus Inspekcija jrnonéms
nurode pasalinti nustatytus pazeidimus. Vienai i$ jy
nurodyta sustabdyti klienty pirsty atspaudy modeliy
tvarkyma, iki kol bus atliktas poveikio duomeny
apsaugai vertinimas ir uztikrinta atitiktis visiems BDAR
reikalavimams. Dviem - nutraukti darbuotojy pirsty
atspaudy modeliy tvarkyma. Visoms trims — uztikrinti
technines ir organizacines duomeny saugumo
priemones.

Inspekcijos pozilriu, planuodamos tvarkyti biometrinius
asmens duomenis, jmonés turi pareigg atlikti poveikio
duomeny apsaugai vertinima. Svarbu nustatyti, ar
apskritai yra pagrindas tokius asmens duomenis tvarkyti,
jvertinti galincius kilti pavojus, kokios buty pakankamos
saugumo priemonés Siems pavojams sumazinti.
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Dél pirsty atspaudy naudojimo su asmens sutikimu
Inspekcija laikosi pozicijos, kad Siuos duomenis galima
tvarkyti gavus aiskius, nedviprasmiskus, tinkamai
informuoty klienty sutikimus. Be kita ko, klientams
turi bati suteikiamos ir alternatyvios identifikavimosi
galimybeés, kai pirsty atspaudy modeliai néra tvarkomi.
Ypac¢ svarbu atkreipti démesj, kad sutikimas negali
bdti tinkama asmens duomeny tvarkymo salyga, kai
tvarkomi darbuotojo asmens duomenys. Darbuotojo

Asmens duomeny saugumo pazeidimai

2019 m. Inspekcija gavo 175 praneSimus apie asmens
duomeny saugumo pazeidimus. IS jy 157 pranesimai buvo
pateikti dél konfidencialumo praradimo (neautorizuotos
prieigos ar atskleidimo), 15 dél vientisumo praradimo
(neautorizuoto asmens duomeny pakeitimo), 17 dél
prieinamumo praradimo (asmens duomeny praradimas,
sunaikinimas). Kai kuriais atvejais pranesimai buvo pateikti
dél keliy aplinkybiy.

sutikimas dél galios disbalanso su darbdaviu néra
laikomas laisvu sutikimu.

Norint tvarkyti biometrinius asmens duomenis,
jmonéms privaloma pasirinkti tinkamas technines ir
organizacines duomeny saugumo priemones. Atlikus
tikrinimus, nustatyta, kad visos jmonés nepakankamai
uztikrina tvarkomy pirsty atspaudy modeliy sauguma,
nors tokiam duomeny tvarkymui kyla aukstas rizikos

lygis.

BDAR numatyta pareiga tam tikrais atvejais ir duomeny
subjekta informuoti apie jvykusj duomeny saugumo
pazeidima. 1S 2019 m. Inspekcijai pateikty 175 pranesimy
apie duomeny saugumo pazeidimus, apie tai duomeny
subjektai informuoti 86 atvejais, neinformuoti — 89.

Asmens duomeny, kuriy saugumas pazeistas, kategorijos

Duomenys apie apkaltinamuosius
nuosprendzius ir nusikalstamas veikas 1

Kiti 33

=

Nezinomi (pranesimo
teikimo metu) 7

! 4 o

5 /

Asmens tapatybe patvirtinantys Specialiy kategorijy

asmens duomenys 122
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Pazymeétina, kadjau vien délty pranesimuy, apie kuriuos buvo 906 500 vartotojy Lietuvoje ir 14 226 331 vartotojas visame
informuota Inspekcija 2019 m., buvo paveikta maziausiai pasaulyje.

PAVEIKTY VARTOTOJVY skaicius

2B T 75 e S e e LT 906 500 vartotojy @ 14 226 331 vartotojas

Skundy nagrinéjimas

Inspekcijos gaunamy skundy skaicius auga, palyginti internete, tiesioginés rinkodaros, vaizdo stebéjimo,
pastaruosius 3 metus: 2017 m. buvo gauta 480 skundy, teisés susipazinti su asmens duomenimis. 2019 m. buvo
2018 m. — 859, 2019 m. — 880. Daugiausia skystasi dél iSnagrinéti 995 skundai.

asmensduomeny atskleidimo, rinkimo, duomeny tvarkymo

Gauty skundy pasiskirstymas pagal ménesius 2017-2019 m.

2017 m. (480) | 2018 m. (859) | 2019 m. (880)
89 101
. 86 8185 % . o
49 59 55 ez 58 67 65 72 — 65 72
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ISnagrinéjus skundus taikyty poveikio priemoniy pasiskirstymas pagal ukio ir kt. subjektus

Svietimo ir kultaros
Elektroniniy rysiy jstaigos 10
paslaugy teikéjai 8

Kita 29

Draudimo paslaugy Fiziniai
teikéjai 4 asmenys 29

Advokatai,
notarai, antstoliai 6

'ENYY & X 4

Teisésaugos
ir teisétvarkos
jstaigos 3

00, [
A

Apgyvendinimo Sveikatos
paslaugy teikéjai 1 jstaigos 3
Valstybés ir savivaldybiy
Elektroninés Skoly igieskojimo institucijos ir jstaigos 32

parduotuves 5 jmonés 3

Finansy ir kredito Kiti prekiy ir paslaugy
jstaigos 8 teikéjai 85

Atvejy, kai taikytos poveikio priemoneés, pasiskirstymas pagal skundo sritj (galimi keli pasirinkimai,
suma virsija 100 proc.)

Rodiklis IS viso
Asmens kodas 6
Asmens duomeny atskleidimas 56
Tiesioginé rinkodara 56
Vaizdo stebéjimas 49
Asmens duomeny rinkimas 23
Teisés susipazinti su duomenimis 22
Asmens duomeny rinkimas i$ valstybés registry ir informaciniy sistemy 14
Skolininky asmens duomenys 13
Duomeny tvarkymas internete 8
Asmens duomeny saugojimas 8
Darbuotojy asmens duomenys 6
Teisé nesutikti su duomeny tvarkymu 7
Duomeny saugumas 5
Pertekliniy duomeny tvarkymas 5
Teisé bUti pamirstam 4
Sveikatos duomenys 2
Telefoniniy pokalbiy jrasymas 2
Teisés apriboti duomeny tvarkyma 2
Vaiko asmens duomeny tvarkymas 2
Elektroninés komunikacijos stebésena 1
Kita 10
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2019 m. keletas Inspekcijos nagrinéty skundy buvo susije
su tarptautiniu duomeny judéjimu po ES valstybes nares,
todél tokie atvejai buvo sprendZiami ne tik Lietuvos mastu,
taCiau pasitelkta ir susijusiy valstybiy prieZidros institucijy
pagalba. Bylos buvo sprendZiamos naudojantis Vidaus
rinkos informacine sistema (IMI). 2019 m. Inspekcija per
Sig sistemg pateiké 9 bylas nagrinéti kitai ES prieZilros
institucijai, 11 atvejy pati Inspekcija buvo vadovaujancioji
prieZidros institucija tarptautinese bylose.

Beje, Inspekcija buvo pirmoji is ES valstybiy nariy priezitros
institucijy, skyrusiy bauda dél tarptautinés bylos, sprestos
kartu su Latvijos priezilros institucija, pritaikius vieno
langelio principa. Sis atvejis, tai 2019 m. pirmgjj pusmet]
skirta Lietuvoje kol kas didZiausia administraciné bauda
uz BDAR pazeidimus, siekianti 61,5 tlkst. eury. Sankcijos
bendrovei pritaikytos uz BDAR 5, 32 ir 33 straipsniy
pazeidimus — dél asmens duomeny saugumo pazeidimo
mokéjimo iniciavimo paslaugy sistemoje, apie kurj jmoné,
be kita ko, nepranesé priezidros institucijai.

2019 m. teismy sprendimai, kuriuose nagrinéti
atvejai dél Inspekcijos tirty asmeny skundy

2019 m. teismy formuota praktika asmens duomeny
apsaugos srityje daugeliu atvejy dar susijusi su asmens
duomeny tvarkymo teisiniu reguliavimu, galiojusiu iki
2018 m. geguzeés 25 d. pradéto taikyti BDAR ir iki 2018
m. liepos 15 d. galiojusiu Asmens duomeny teisinés
apsaugos jstatymu.

Dideli gaunamy skundy rodikliai parodo, kad Zmonés
geriau iSmano savo teises asmens duomeny apsaugos
srityje ir yra linke jas ginti. Taciau pastebima, kad asmenys
neretai skuba kreiptis j Inspekcija, net nepasinaudoje
teise, o kartais ir pareiga, visy pirma kreiptis | duomeny
valdytoja dél savo teisiy jgyvendinimo. Atsizvelgiant | tai,
kad dalis priezitros institucijos gaunamy skundy yra susije
ne su sisteminiais paZeidimais, o tik su pavieniy duomeny
subjekty asmens duomeny tvarkymu, taip pat j tai, kad
tokie paZeidimai neretai yra susije su Zzmogiskajg klaida,
Inspekcija mato poreikj Lietuvos Respublikos asmens
duomeny apsaugos teisinés apsaugos jstatyme jtvirtinti
priezilros institucijos teise, jvertinus skunde nurodytas
bei kitas susijusias aplinkybes, sutaikinti skundg pateikusj
asmenj ir skundZiama asmenj, tokiu budu uztikrinant greitg
skundo nagrinéjimo procesa ir priezidros institucijos veiklos
ekonomiskumo principa.

2019 m. Lietuvos teismai pasisaké del:

/ Fizinio asmens vykdomo vaizdo stebéjimo, kai
stebéjimas yra nukreiptas j privacios sferos isore;

/ Dél maistg | namus elektroniniu blddu uzsakancio
asmens tikslaus identifikavimo;

/7 Dél skundy, nepriklausanciy Inspekcijos
kompetencijai, atmetimo ar nagrinéjimo nutraukimo,
pavyzdziui, kai fizinis asmuo vykdo vaizdo stebéjima
asmeniniais tikslais;

/ Del  duomeny apie
jdarbinimo agenturai;

darbuotojg  atskleidimo

7/ Dél policijos pareiglny teisés, tiriant administraciniy
nusizengimy bylas bei surasant administraciniy
nusizengimy protokolus, rinkti duomenis apie
nusizengusio asmens Seimos narius;

/ Dél skolininko asmens duomeny teikimo tretiesiems
asmenims teisétumo ir tokiam teikimui keliamy
reikalavimy;

/ Dél Valstybinés mokesciy inspekcijos
renkant duomenis i$ Gyventojy registro.

veiksmy

2019 m. teismy sprendimy apibendrinimas >>
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Skiriamos sankcijos. Jvertinus 2019 m. Inspekcijos veiklos
statistikg matyti, kad didZiaja pritaikyty sankcijy dalj sudaro
nurodymai, ypac kai pazeidimy randama atliekant planinius
patikrinimus. 2019 m. Inspekcija tiek vieSojo, tiek privataus
sektoriaus atstovams i$ viso yra pateikusi 178 nurodymus,
96 papeikimus, 4 rekomendacijas.

Inspekcija 2019 m. yra skyrusi 6 baudas (bendra suma -

TARPTAUTINE VEIKLA

Tarptautinés veiklos rodikliai

68 895 Eur). Baudos sudaro mazesne Inspekcijos skiriamy
sankcijy dalj, jos buvo pritaikytos atlikus tyrimus dél
asmeny skundy ar duomeny saugumo pazeidimy. Baudy
skirta uz duomeny subjekto teisés susipazinti su savo
asmens duomenimis tinkamga nejgyvendinima po to, kai
buvo duotas nurodymas jgyvendinti 3ig teise, uz neteiséta
garso jrady daryma, taciau didzioji dalis baudy yra skirta dél
nejgyvendinty Inspekcijos nurodymy pateikti informacija
jai atliekant tikrinimus ar nagringjant skundus.

2019 m. pirmajj pusmetj Inspekcija skyré Lietuvoje kol kas
didZiausig administracine baudg uz BDAR pazeidimus,
siekiancia 61,5 takst. eury. Sankcijos pritaikytos uz BDAR
5, 32 ir 33 straipsniy pazeidimus, t. y. uz asmens duomeny
saugumo pazeidimg mokéjimo inicijavimo paslaugy
sistemoje, apie kurj, be kita ko, jmoné nepranesé priezitros
institucijai.

Veikla 2017 m. 2018 m. 2019 m.
Dalyvavimas tarptautiniy darbo grupiy ir organizacijy 0 24 32
susitikimuose

Rengti atsakymai j tarptautinius paklausimus 7 10 60
Teikta Lietuvos pozicija 48 70 46
Derinta jmonei privalomy taisykliy (angl. BCR) 15 13 61

Jtvirtinus nacionaliniy priezidros institucijy privaloma
indélj Valdyboje ir jos pogrupiuose, Inspekcija pradéjo
aktyvig tarptautine veiklg Valdyboje ir bendradarbiavima
su kity valstybiy nariy priezidros institucijomis. PavyzdZiui,
Inspekcija aktyviai dalyvauja derinant jmonei privalomy
taisykliy projektus, vyksta j Valdybos pogrupius, kuriuose
rengiami ir derinami Valdybos priimami dokumentai
(nuomoneés, gairés ir kt.), kei¢iasi nuomonémis su kitomis

VISUOMENES SVIETIMAS

Europos Sajungos priezilros institucijomis (per priezitros
informacine sistema IMI ar naudojantis vidiniu Valdybos
jrankiu, skirtu tik valstybiy nariy prieZitros institucijoms —
Confluence), bendradarbiauja su Europos Sajungos ir
Europos ekonominés erdves valstybémis nagringjant
skundus taikant nuoseklumo uztikrinimo mechanizma.

Visuomenés informavimas, Svietimas ir konsultavimas asmens duomeny ir

privatumo apsaugos srityje

Veikla 2017 m. 2018 m. 2019 m.
Suteikta konsultacijy 5697 6 298 4568
Parengta visuomenés informavimo priemoniy 136 233 171
Parengta metodiniy dokumenty 6 10 20
Dalyvauta susitikimuose su viesuoju ir privaciu sektoriais 69 93 88
Skaityta pranesimy renginiuose 33 63 31
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Inspekcijos veiklos apzvalga

VALSTYBINE DUOMENY
APSAUGOS INSPEKCUA

Trumpa veiklos apzvalga

2019 m. toliau padéjome organizacijoms
prisitaikyti prie naujy taisykliy ir stebéjome
pirmuosius poky¢ius: Zmonés pradéjo labiau
vertinti privatuma, o organizacijos —
atsargiau elgtis su asmens duomenimis.

90%
84%

Smulkiyjy verslininky

DAUGUMA ZINO APIE BDAR

‘AukEgiausio ir vidutinio lygio vadovy
79% _ Specialisty ir tarnautojy

DAP LIETUVOJE

ija iki 2019 m. i Zregi 2073

duomeny apsaugos pareigunus.

*

VYKDOME PRIEZIURA

Respondenty, kurie girdéjo apie Bendrajj 74% __Studenty ir mokiniy

duomeny apsaugos reglamenta (BDAR), 69% Darbininky ir techniniy darbuotojy

dalis = bendralir pagal visuomenss grupes: 0 54%  Bodarbiy 2017 2018 2019
Remiantis reprezentatyviu Lietuvos o

gyventojy tyrimu (2019).

DIDINAME VISUOMENES SAMONINGUMA

@ Konsultavome asmenis

© lgyvendinome informavimo priemones
© Susitikome su organizacijy atstovais
O Skaitéme praneimus renginiuose

() Rengéme metodinius dokumentus

TAIKOME POVEIKIO PRIEMONES

Konsultacijos

Nors 2019 m. buvo skiriama maZiau démesio pavieniy
asmeny konsultavimui, palyginti su BDAR taikymo pradZia,
pastebima, kad su BDAR duomeny apsaugos tema tapo
ypac aktuali, todél poreikis gauti Inspekcijos konsultacijy
nemazéja. 2019 m. suteikta 61 konsultacija duomeny
apsaugos pareiginams, 1 672 - fiziniams asmenims,
2 835 — jmonéms ir valstybinéms institucijoms. Daugiausia
klausimy i$ Zmoniy sulaukta dél to, kaip pateikti skunda,
0 organizacijos domeéjosi, ar tam tikras atvejis gali bati
apskystas Inspekcijai, taip pat aktyviai domeétasi duomeny

Visuomenés informavimas

2019 m. Inspekcija skyré daug démesio informacijos sklaidai
apie vykdoma veikla, funkcijas, teiké komentarus dél jvairiy
situacijy, asmens duomeny saugumo pazeidimy tiek
vieSajame, tiek privaciame sektoriuose jvairiais visuomenes
informavimo kanalais ir priemonémis:

53%  Namy Seimininkiy

Priéméme asmeny skundus 480

Inicijavome ir
atlikome patikrinimus

Registravome pranesimus o7
apie asmens duomeny
saugumo pazeidimus

-1
@ ©
® @

baudos rekomendacijos

96 papeikimai 6 4

tvarkymo ir teikimo teisétumu, darbuotojy asmens
duomeny tvarkymu, vaizdo stebéjimu. | Inspekcija aktyviai
konsultacijy kreipiasi ne tik fiziniai asmenys dél savo asmens
duomeny tvarkymo, tokie kaip darbuotojai, pensininkai
ar daugiabuc¢iy namy bendrijy atstovai, taciau ypac
aktyvls yra ir asmens duomeny apsaugos profesionalai,
rasantys straipsnius  Ziniasklaidai, teikiantys asmens
duomeny tvarkymo paslaugas savo klientams, advokatai,
konsultaciniy jmoniy atstovai.

/ 95 atsakymaij paklausimus

7/ 35 naujienos interneto svetaingje
/7 15 pranesimy spaudai

7/ 20TV interviu ar laidy

7/ 15 radijo interviu ar laidy
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Metodiné pagalba

2019 m. Inspekcija, siekdama sumazinti pavieniy kreipimysi
skaiciy, reaguoti j aktualiausius visuomenéje kylancius
atvejus, pateikti issamesnés informacijos jvairiais asmens
duomeny apsaugos klausimais didesnéms suinteresuotyjy
asmeny grupems, skyré daug démesio metodinés
informacijos rengimui, kuri yra naudinga tiek duomeny
valdytojams, tiek ir duomeny subjektams. Parengti 10
DUK, 5 apibendrinimai, 3 rekomendacijos ir kiti metodiniai
dokumentai, svarbiausi i$ ju:

/ Tvarkomy asmens duomeny saugumo priemoniy
ir rizikos jvertinimo gairés duomeny valdytojams ir
duomeny tvarkytojams;

/ Atmintiné dél vaizdo stebéjimo reikalavimy;

/ Rekomendacija dél duomeny apsaugos pareiguny
skyrimo viesajame sektoriuje ir jy veiklos reglamentavimo
ypatumy;

/ Rekomendacija  dél

daugiabuciuose ir
namuose;

vaizdo duomeny tvarkymo
privaciuose  gyvenamuosiuose

Informuotumas apie BDAR pagal tikslines grupes

Ar teko girdéti apie 2018 m. geguzés 25 d. pradéta taikyti nauja asmens duomeny

7/ Europos

7/ Rekomendacija dél asmens duomeny tvarkymo rinkimy

metu;

/ Nuomos paslaugas teikianciy bendroviy patikrinimy

apibendrinimas dél duomeny kiekio mazinimo principo
jgyvendinimo, tvarkant asmens duomenis nuomos
sutarties sudarymo ir vykdymo tikslu, bei duomeny
subjekty informavimo apie asmens duomeny tvarkymg;

/ Viesbuciy patikrinimy, dél asmens duomeny kiekio

mazZinimo  principo  jgyvendinimo tvarkant sveciy

asmens duomenis, rezultaty apibendrinimas;

/ Sporto klubuose atliekamo biometriniy duomeny

tvarkymo teisétumo patikrinimy apibendrinimas;

/ Lietuvos teismy sprendimy apibendrinimas;

Zmogaus Teismo  sprendimy

apibendrinimas.

Teisiy

H Taip Ne

apsaugos teisés akta - Bendrajj duomeny apsaugos reglamenta (BDAR)?

IS viso

Vadovas

28
16

Specialistas, tarmautojas 21

Darbininkas

Smulkus verslininkas
Ukininkas

Bedarbis

Pensininkas
Studentas, moksleivis
Namy Seimininké

nacionalinés

Europos  Komisijos  prasymu priezidros
institucijos 2019 m.skyrédaug démesio smulkiojoirvidutinio
verslo dvietimui. Si tiksliné grupé sulaukeé Inspekcijos
démesio ir jgyvendinant SolPriPa projekta. Jvertinus 2019 m.
reprezentatyvaus Lietuvos gyventojy tyrimo rezultatus

31
T T, 10
43
36
43
26
47

matyti, kad Inspekcijos pastangos pasiteisino. Jau minéto
Lietuvos gyventojy tyrimo duomenimis, 90 proc. smulkiojo
ir vidutinio verslo atstovy zino apie BDAR.



2019 M. LIETUVOS GYVENTOJUY TYRIMAS APIE ASMENS DUOMENUY

APSAUGA

68 proc. — Zino teises ir pareigas asmens duomeny apsaugos srityje

72 proc. — girdéjo apie BDAR
66 proc. — zino apie VDA

80 proc. nuomone, patikimiausiai asmens duomenis tvarko sveikatos priezilros

organizacijos ir policija

51 proc. asmeny organizacijos yra informavusios apie asmens duomeny perdavima
36 proc. mano, kad pazeidéjas turi buti nubaustas, taciau net 47 proc. nuomone,

Uy ™

pazeidéjui pakanka pasitaisyti

= |
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2019 m. antroje puséje Inspekcijos iniciatyva kompanija
LSpinter  tyrimai”  atliko  reprezentatyvy Lietuvos
gyventojy tyrima apie asmens duomeny apsauga.

| klausima ,,Ar teko girdéti apie 2018 m. geguzeés 25
d. visoje Europoje ir Lietuvoje pradéta taikyti naujg
asmens duomeny apsaugos teisés akta — Bendrajj
duomeny apsaugos reglamenta?” teigiamai atsaké
72 proc. (2018 m. — 71 proc.) Lietuvos gyventojy. Apie
$j asmens duomeny apsaugos teisés akta dazniau yra
girdéje 36-45 mety asmenys, jgije aukstajj issilavinima,
didziausias pajamas gaunantys respondentai.

Asmeny informavimas apie duomeny tvarkyma.
Reprezentatyvaus Lietuvos gyventojy tyrimo duomenys
atskleidé, kad pusés apklaustyjy teigimu, nors naujos
taisyklés jpareigoja, taciau duomeny valdytojai, t. .
jmonés, jstaigos ir fiziniai asmenys, tvarkantys asmens
duomenis su profesija susijusiais tikslais, néra informave
jy apie turimus duomenis ir jy perdavima kitiems
asmenims. 28 proc. teigé, kad duomeny valdytojai
yra informave, kam perduoda duomenis, taciau
neinformavo, kokiais tikslais tai daroma. 22 proc. teige,
kad duomeny valdytojai informavo, kam ir kokiu tikslu
perduoda duomenis.

Zinios apie teises ir pareigas. | klausimg ,Ar JUs
Zinote apie jstatymy Jums suteiktas teises ir nustatytas
pareigas asmens duomeny apsaugos srityje?” atsake
Zinantys ir manantys, kad Zino 68 proc. respondenty. Sis
rodiklis nepakito, palyginti su 2018 m. Svarbu atkreipti
démesj, kad $is rodiklis yra aukstesnis tarp skaitmenine
prasme aktyvesniy zmoniy. Jis siekia net 73 proc. tarp
18-45 mety Lietuvos gyventojuy.

#BDAR gy |

Daugiau kaip pusé (57 proc.) apklaustyjy apie asmens
duomeny apsauga suzino i$ televizijos, 52 proc. — i$
internetinés Ziniasklaidos, 30 proc. — i$ kity asmeny,
20 proc. — i$ socialiniy tinkly.

Institucija, padedanti spresti asmens duomeny
apsaugos problemas. 2019 m. 12 proc. padaugéjo
Zinanciyjy apie Valstybinés duomeny apsaugos
inspekcijos kompetencijas. Paprasius jvardyti institucija,
j kurig kreiptysi, jeigu tekty susidurti su problemomis
dél netinkamo asmens duomeny tvarkymo, daugiausia
asmeny 66 proc. (2018 m. — 54 proc.) nurodé vieng
i$ asmens duomeny apsaugos priezilros institucijy
Lietuvoje — Valstybine duomeny apsaugos inspekcija.
Valstybine duomeny apsaugos inspekcijg dazniau
paminéjo 46-55 m, didziausias pajamas gaunantys
respondentai.

64 proc. apklaustyjy apie Inspekcijos veikla suzino is
internetinés Ziniasklaidos, 53 proc. — i televizijos, 35
proc. is kity asmenu.

Patikimiausiai asmens duomenis tvarkancios
organizacijos. Kaip duomeny valdytojais,
uztikrinanciais, kad duomenys yra tvarkomi tinkamai,
2019 m. tyrimo duomenimis, Lietuvos gyventojai
labiausiai pasitiki sveikatos prieziGros jstaigomisir policija
(80 proc.). Maziau pasitikima draudimo kompanijomis ir
telekomunikacijy paslaugas teikian¢iomis bendrovémis
(po 62 proc.), maziausiai — prekybininkais (45 proc.) ir
greityjy vartojimo kredity bendrovémis (34 proc.).
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Bausmés pazeidéjams. 2018 m. pradetame taikyti
BDAR numatyta jvairiy sankcijy organizacijoms dél
netinkamo asmens duomeny tvarkymo. Palyginti
su ankstesniu asmens duomeny apsaugos teisiniu
reguliavimu ypac padidéjo baudos. Bauda privataus
sektoriaus atstovams gali siekti iki 2—4 proc. ankstesniy
finansiniy mety bendros metinés pasaulinés apyvartos,
arba iki 10-20 mln. Eur, atsizvelgiant | pazeidimus.
VieSojo sektoriaus institucijoms numatytos baudos iki
0,5-1 proc. metinio biudZeto, bet ne daugiau kaip iki

BDAR numatyta ne tik baudos, bet ir kity sankciju.
Inspekcija gali teikti nurodymus del pazeidimy
iStaisymo, skirti jspéjimus, papeikimus, nustatyti laiking
arba galutinj draudima tvarkyti duomenis ir kt. Atliekant
tyrima Lietuvos gyventojy teirautasi jy nuomones dél
nuobaudy asmens duomeny tvarkymo pazeidéjams.
36 proc. respondenty teigia, kad paZeidéjas turi bati
nubaustas, taciau beveik pusé (47 proc) apklaustyjy
mano, kad pakanka to, kad pazeidéjas pasitaisyty,.
17 proc. respondenty pazeidéjy likimas nesvarbus.

30-60 tUkst. Eur.

TEISEKURA ASMENS DUOMENUY APSAUGOS SRITYJE

Teisés akty rengimas ir derinimas

Veikla 2017 m. 2018 m. 2019 m.
Derinta teisés akty 328 623 630
Parengta teisés akty 7 17 23

2019 m. Inspekcijos vykdyta teisékdros veikla buvo viena i3
prioritetiniy sri¢iy. Per ataskaitinj laikotarpj buvo parengti
ir patvirtinti 23 Inspekcijos direktoriaus jsakymai prieZitros
veiklai tobulinti. Taip pat buvo parengtas 1 pasitlymas dél
teisés akto projekto — dél Lietuvos Respublikos asmens
duomeny teisinés apsaugos jstatymo tobulinimo. Jvykdytos
4 vieSosios konsultacijos dél teisés akty projekty.

7/ |statymai- 199
/ Vyriausybés nutarimai - 91

7/ Registry nuostatai - 19
/7 |sakymai-130

/ Kiti teisés aktai — 62
Ypac daug démesio 2019 m. skirta kity institucijy teisés akty

projekty derinimui. IS viso per ataskaitinj laikotarpj derinta
630 teisés akty projekty:

7 Informaciniy sistemy nuostatai — 128



DUOMENY APSAUGOS PAREIGUNY SKYRIMAS LIETUVOJE

2019 m. Inspekcijai pranesta apie 601 duomeny apsaugos
pareiglno paskyrima, i$ jy 336 vieduyjy, 263 privaciy
juridiniy, 2 fiziniy asmeny. Daugiausia duomeny apsaugos
pareigny 2019 m. paskyré 3ie sektoriai: Svietimo ir kultdros,
prekiy ir paslaugy veiklos, finansy ir kredity veiklos,
sveikatos priezidros paslaugy, valstybés ir savivaldybiy
institucijy veiklos.

Per visa BDAR taikymo laikotarpj 2018-2019 m. apie
duomeny apsaugos pareigino paskyrimag Inspekcijai
yra pranesusios 2 073 organizacijos, i$ jy 1 094 vieSojo
sektoriaus atstovai. 2019 m. Inspekcija, norédama
paskatinti duomeny valdytojus aktyviau vykdyti BDAR
numatytg pareiga, parengé ir isplatino rekomendacija

2018 m. geguzés 25 d. pradétu taikyti BDAR iS esmés
reformuota ankstesné duomeny apsaugos sistema -
persvarstytos ir naujai suformuluotos asmens duomeny
apsaugos priezilros institucijy vykdomos funkcijos,
iSpléstas  Europos Sajungos valstybiy nariy duomeny
apsaugos  priezidros  institucijy  bendradarbiavimas,
jtvirtintos naujos pareigos duomeny valdytojams ir naujos
teisés duomeny subjektams asmens duomeny apsaugos
srityje. Kiti tarptautiniai ir ES teisés aktai, kuriy pakeitimai
ir jsigaliojimas siejami su BDAR bei asmens duomeny
apsaugos reforma ES, numato specifines duomeny
apsaugos prieziros institucijos funkcijas, kurios turi bati
persvarstytos ir tinkamai jgyvendinamos.

apie duomeny apsaugos pareiglnus. Ja siekta atkreipti
valdZios institucijy ar jstaigy démesj j praktikoje pastebétus
trakumus, susijusius su duomeny apsaugos pareigino
skyrimu, jo nepriklausomumo uztikrinimu bei veiklos
reglamentavimu. Buvo priminta, kad duomeny apsaugos
pareiglnas gali valstybés institucijoms ar jstaigoms padéti
laikytis BDAR reikalavimy ir siekti organizacijos strateginiy
tiksly, stebédamas kaip valstybés institucija ar jstaiga tvarko
asmens duomenis, patarti galinciy kilti riziky klausimais ir
kitais su asmens duomeny tvarkymu ar duomeny subjekto
teisiy jgyvendinimu susijusiais klausimais.

Atsizvelgiant j BDAR ir Europos Sajungos duomeny

apsaugos reformos tikslus, Inspekcijos 2019 m. veiklos

prioritetai:

1. Vykdomos asmens duomeny tvarkymo priezidros
veiklos tobulinimas;

2. Visuomeneés informuotumo asmens duomeny apsaugos
srityje didinimas;

3. Tarptautinio bendradarbiavimo asmens duomeny
apsaugos srityje stiprinimas.
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REVIEW OF PERSONAL DATA
PROTECTION SUPERVISION
IN LITHUANIA IN 2019

BY THE OFFICE OF THE
INSPECTOR OF JOURNALIST
ETHICS



The Office of the Inspector of Journalistic Ethics is one

of the two supervisory authorities of the General Data
Protection Regulation in Lithuania. The main function

of the Office is the protection of non-property human
rights (honour and dignity, privacy, protection of personal
data) in the field of public information. According to

the legal regulation in force in Lithuania, the function

of the Inspector of Journalistic Ethics is to monitor the
application of the Regulation and to ensure that it is
applied when personal data are processed for journalistic
purposes and for academic, artistic or literary expression
purposes.

In 2019, the interest of individuals in data protection in
the field of regulatory supervision functions assigned
to the Inspector of Journalistic Ethics increased even
more. Compared to 2018, the number of complaints and
consultations has increased several times. As in previous
years, the greatest interest is in data processing for
journalistic purposes. There is a growing trend of complaints
about personal data published on social networks.

The workload of the Office of the Inspector of Journalistic
Ethics has increased significantly in recent years. There
are serious challenges in ensuring the performance
of key functions, the main one being a lack of human
resources. The Office of the Inspector of Journalistic Ethics
is an institution accountable to Seimas of the Republic of
Lithuania. Unfortunately, the issue of funding remains very
sensitive, as my requests have not been taken into account
atall.

Inspector of Journalist Ethics
Grazina Ramanauskaité
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According to the legal regulation in force in Lithuania, the
Office of the Inspector of Journalistic Ethics (hereinafter -
the Office) ensures the operation of the mechanism of
out-of-court protection of human rights in the mass media.
The Inspector of Journalistic Ethics is a state official who
supervises the implementation of the provisions of the Law
on Public Information and Protection of Minors from the
Negative Impact of Public Information. The powers of the
Inspector of Journalistic Ethics in the field of personal data
protection are consistently strengthening - from May 25,
2018, in accordance with its competence, the Inspector
became oneofthesupervisoryauthoritiesfortheapplication
of the General Data Protection Regulation (hereinafter - the
Regulation) in Lithuania, and from November, 2019 it has
been given the new function - to implement the provisions
of the Convention for the Protection of Individuals with
regard to Automatic Processing of Personal Data (ETS No.
108) concluded inin Strasbourg on 28 January, 1981 January
28 and its protocols, when personal data is processed for
journalistic purposes and for academic, artistic or literary
expression purposes.

In this context, it should be noted that the point 120 of
the Preamble to the Regulation requires Member States
to provide each supervisory authority with financial and
human resources: “Each supervisory authority should
be provided with the financial and human resources,
facilities and infrastructure necessary for it to carry out
its tasks effectively, including tasks relating to mutual
assistance and cooperation with other supervisory
authorities throughout the Union.” Although the
Regulation itself requires each supervisory authority to
provide the necessary financial resources, the Office so far
has not received any funding neither for the preparation for
the data protection reform under the Regulation nor for the
implementation of the Regulation’s supervision, although
the need has been raised and additional appropriations
have been requested.

The handling of complaints about infringements of
public information legislation and the investigation of
infringements form a key part of the Office’s activities.
Persons apply to the Inspector of Journalistic Ethics with
complaints regarding violations of the relevant provisions
of the Law on Public Information, the Law on the Protection
of Minors from the Negative Impact of Public Information,
the Law on the Legal Protection of Personal Data, and the
Regulation. The Inspector investigates complaints, makes
decisions and applies appropriate sanctions for violations.

As one of the data processing supervisory authorities
in Lithuania, the Office cooperates very closely with the

48

second (national) supervisory authority - the State Data
Protection Inspectorate. Inter- institutional cooperation
with the Inspectorate is essential to ensure compliance
with the consistency mechanism referred to in Article 63
of the Regulation when dealing with matters falling within
the remit of the Inspector of Journalistic Ethics. After the
application of the provisions of the Regulation in practice,
the need for cooperation with the State Data Protection
Inspectorate intensified, as the need arose to ensure
uniform interpretation of the provisions of the Regulation,
exchange of relevant information, and coordination
of positions. Taking into account the need for inter-
institutional cooperation, the Office and the State Data
Protection Inspectorate at the beginning of 2019 prepared
and signed a cooperation agreement, which established
the forms, conditions and procedure of operation of the
cooperation mechanism.

In cooperation with the State Data Protection Inspectorate,
which commissioned“Spinter tyrimai”to conduct a personal
data protection survey in Lithuania in 2019, the Office found
out how many people in Lithuania know that the Journalist
Ethics Inspector is one of the institutions responsible for
personal data protection in Lithuania and that investigates
complaints about breaches of personal data processing in
the media. The results of the survey showed that 14 percent
o the respondents know that the Inspector of Journalistic
Ethics is one of the institutions supervising data protection
in Lithuania. The survey data revealed that the majority of
respondents had not encountered the illegal processing
of their personal data in the media, but 24 percent of the
respondents were aware that complaints about breaches
of personal data processing in the media were investigated
by the Inspector of Journalistic Ethics. This function of
inspector of journalistic ethics is mostly known to 36-45 year
old persons, residents of large cities with higher education.

In 2019, the Office became more involved in international
activities, starting with meetings of the European Data
Protection Board in Brussels. Insufficient funding does
not allow the Office to participate in all meetings of the
European Data Protection Board and / or in the activities
of the Social Media Subgroup. During the reporting period,
the Inspector of Journalistic Ethics or representatives of the
Office attended 6 meetings of the Coordinated Supervisory
Committee of the European Data Protection Board to
discuss issues related to the protection of personal data in
the interpretation of the Regulation, prepare, coordinate
and approve documents adopted by the Board and share
experiences and knowledge.



COMPLAINTS

In 2019, the Office noted that most complaints were
received about the illegal processing of personal data in
the media. In contrast to 2018 (and previous years), when
individuals mostly complained about violations of their
honour and dignity in the media, in 2019 the most active
pursuit was the right to protection of personal data. During
the reporting period, the Office received a total of 133
complaints regarding a possible violation of personal data
processing (for comparison, in 2018, the Office received
69 complaints regarding a possible violation of personal
data processing). Of these, 82 complaints were forwarded
to the Office by the State Data Protection Inspectorate
within its competence. We note that the public still lacks
information on the delimitation of the competencies of
these institutions, as most data subjects first turn to the
State Data Protection Inspectorate, which then forwards
the received complaints to the Inspector of Journalistic
Ethics for review. More effective information about the
Office’s activities, its public awareness, and strengthening
communication with the public remain the strategic goal
of the institution.

During the reporting period, the number of complaints
aimed at exercising the right to be forgotten decreased,
only 4 complaints were received (in 2018 and 2017, 7
complaints were received regarding this right). However,
there has been an increase in complaints about obsolete
social networking accounts, oldd, outdated information

about company managers and the publication of their
personal data. One completely unconventional case was
the posting of personal data on a social network in the
format of Instagram history. Such cases are difficult to
verify without the screenshots taken, as the information
disappears after 24 hours due to the platform format. For
the first time, a complaint was received about the lawful
processing of personal data in a short film. There has also
been a significant increase and, in general, it was only in
2019 that data collection for journalistic purposes was
applied for for the first time. In all cases, the information
collected was not published. There has also been an
increase in complaints where individuals complain about
the processing of other people’s data, not their own. In such
cases, legal entities usually complain about the publication
of the data of their employees or customers, patients. The
upward trend in the number of personal complaints about
data breaches has been observed for many years, and the
entry into force of the GDPR has significantly increased
the determination of personal data subjects to effectively
defend their right to data protection. Given the dynamics
of data protection complaints, which has increased public
attention in this area, it is clear that the workload in this area
has quadrupled and posed a major challenge to the Office,
as the Office has not yet received additional funding for this
function. Therefore, ensuring and maintaining a high level
of protection of personal data is a significant challenge.
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INFRINGEMENTS

In dealing with complaints from data subjects under the
Regulation, the Inspector of Journalistic Ethics seeks to strike
a balance between freedom of expression and information
and the human right to the protection of personal data.
During the reporting period, the share of decisions of the
Inspector of Journalistic Ethics regarding the processing
of personal data for journalistic purposes and for the
purposes of academic, artistic or literary self-expression of
all decisions made increased (almost by 30 %).

Compared to the previous year, the number of violations
of personal data processing in the media identified by
the Inspector of Journalistic Ethics increased significantly
during the reporting period. In 2019, 30 violations were
detected, in 2018 - 8, and in 2017 - 7 violations. During
the reporting year, the principles and conditions of lawful
processing of personal data (Articles 5 (1) (a) and 6 (1)

(a) of the Regulation) were most frequently violated, as
well as the prohibition on public disclosure of personal
identification code was violated 6 times. The most common
sanction is reprimand. As a result of the mediation applied,
5 decisions were taken to terminate the investigation of
the applicants’ complaints due to the amicable settlement
reached through the mediation of the Office.

However, in the traditional media, data is usually, though
not always, processed in the public interest, and in social
networks it is often attempted to recover debt by publicity
or publicize a person who has parked a car improperly,
in other words, to punish using publicity. In one case, the
publication of personal data (voice) on a social network's
Facebook account recognized a legitimate and justified
public interest in knowing such information.



CONSULTING

During the reporting period, the trend of increasing the
number of consultations provided by the Office, which
had been prevalent for many years, became apparent. This
concerns the implementation of personal data protection
reform in the European Union. The increased attention of
stakeholders to the issues of application of the Regulation
and the problems of personal data processing in the media
is especially noticeable.

During 2019, the Office provided a total of 1121
consultations. That is as much as 57 percent more
consultations than in 2018 (719in 2018,442 in 2017). About
two thirds of the consultations provided cover issues related
to the processing of personal data under the Regulation.
Frequently asked questions about filming (photography) of
persons in public places, events, educational institutions,
public announcement of such images, distribution of
children’s photos without parental consent, person’s name,
surname, image, address of residence, car registration
number, personal health information, the exercise of the
right to be “forgotten”. Stricter requirements for the legal
protection of personal data have increased the need for
consultation on the form of consent to data processing,

the duration of data retention, exceptions to the right to
protection of personal data combined with freedom of
expression and information, sanctions for data breaches,
etc.

Journalists, producers (disseminators of public information)
often asked the Inspector of Journalistic Ethics for advice,
clarification on the relationship between the right to
receive information from state and municipal institutions
and bodies and the right to data protection under the
Regulation.

The consultation of individuals revealed a tendency that
the legitimacy of the processing of personal data was
often raised not by journalists but by non-professionals,
by the information they produced and published (social
network account managers, commentators, etc.). Although
not being journalists, such persons are considered to be
producers (disseminators) of public information, who are
also subject to data protection rules.

Results of the activity of the Office in the area of data protection

380 Received complaints

IN TOTAL
IN RELATION OF
DATA PROCESSING
133 Received complaints
IN RELATION OF
DATA PROCESSING

747 Consultations

1121 Provided consultations

INTOTAL

64 Violations found

IN TOTAL

y 4

IN RELATION OF
DATA PROCESSING

30 Violations found
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The analysis of the situations examined by the Officeinterms
of competence highlighted a number of problems. One of
them is the threats to privacy posed not only by journalists
on social networks, but by the people who publish their
own lives, who often suffer as a result. By being able to
create and distribute content themselves, social media
users do not realize that by constantly publishing photos,
various videos, they underestimate the privacy and personal
data of themselves and their children, especially young or
unborn people, which are of great value in the digital age.
There is a particular lack of awareness that digital identities,
especially for children, need to be protected. When people
themselves do not respect and do not value their digital
privacy, identity theft is becoming more common. There is
a dangerous tendency for the publication of private photos
on social networks without the consent of the persons
depicted in them, not only out of ignorance but also in
conflicting relationships, revenge, family disagreements, in
order to force commitments, mistakenly believing that if a
person himself has made his photograph public or such a
photograph has been published by the media, it may be
further disseminated without consent, and so on.

Another problem, not only in Lithuania, but also in other
European Union countries, is becoming more and more
apparent — misinterpretation of the Regulation unjustifiably
restricts journalists’ right to information when it comes to
journalistic investigations, especially in relation to public
figures. This is especially typical of situations where
journalists, producers (disseminators) of public information
apply to state and municipal institutions and bodies for
the provision of information (data) and receive a negative
response on the grounds of the Regulation. Contrary to its
nature, the Regulation has become a cover for state and
municipal institutions and bodies in order to avoid media
coverage of topics of public interest. Journalists shall be
refused the information requested on the grounds that such
information is subject to protection under the Regulation
and may not be provided without the individual consent
of the data subject. Each situation needs to be assessed
on its own merits, but the protection of personal data and
the Regulation cannot be used as journalistic functions
necessary for democracy.
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Another area ofdiscussion is the realization of the “right to
be forgotten”in Lithuania. The Regulation is often used as
a tool to change one’s life history by those convicted of
criminal offences in order to be “forgotten” in the media.
The media enjoy specific rights, guarantees and exceptions
to the general rules on the protection of personal data.
Although the right to be forgotten is enshrined in the
Regulation, Lithuania has established an exception to the
application of this right when personal data are processed
in the exercise of freedom of expression and information.
Where personal data are processed for journalistic purposes,
Article 17 of the Regulation (“Right to be forgotten”) does
not apply. Even the disappearance of a conviction is not
a sufficient fact to compel the website operator to “forget”
the convicted person.

There are discussions and questions as to whether the
legislator has rightly established a practically absolute
exception to the “right to be forgotten” in Lithuania. The
only case in which the "right to be forgotten” has to be
exercised is when the data subject withdraws his or her
consent to the processing of his or her personal data and
such consent was the sole basis for the processing of his
or her data. Even if the information declared about the
person has lost relevance, is irrelevant or redundant due to
the exclusive legal regulation established in Lithuania, they
cannot effectively exercise the right to request the deletion
of data.



2019 M. ZURNALISTU ETIKOS
INSPEKTORIAUS TARNYBOS
ASMENS DUOMENU
APSAUGOS PRIEZIUROS
LIETUVOJE APZVALGA



54

Zurnalisty etikos inspektoriaus tarnyba — viena i$ dviejy
Bendrojo duomeny apsaugos reglamento priezilros
institucijy Lietuvoje. Pagrindiné Tarnybos funkcija -
neturtiniy zmogaus teisiy (garbés ir orumo, privatumo,
asmens duomeny apsaugos) gynimas visuomenés
informavimo  srityje. Pagal Lietuvoje galiojant] teisinj
reguliavimg, zurnalisty etikos inspektoriui priskirta funkcija
— stebéti, kaip taikomas Reglamentas ir uztikrinti, kad jis
bty taikomas, kai asmens duomenys tvarkomi zurnalistikos
tikslais ir akademinés, meninés ar literatarinés saviraiskos
tikslais.

2019 metais asmeny susidoméjimas duomeny apsauga
zurnalisty  etikos inspektoriui  priskirty Reglamento
priezilros funkcijy srityje dar labiau isaugo. Lyginant su
2018 metais, skundy ir konsultacijy skaicius augo net kelis
kartus. Kaip ir ankstesniais metais, didZiausig susidomeéjima
kelia duomeny tvarkymas Zurnalistikos tikslais. Stebima
skundy augimo dél socialiniuose tinkluose skelbiamy
asmens duomeny tendencija.

Pastaraisiais metais zenkliai iSaugo Zurnalisty etikos
inspektoriaus tarnybos darbo krdvis. Siekiant uZtikrinti
pagrindiniy funkcijy vykdyma susiduriama su rimtais
isstkiais, pagrindinis jy — Zzmogiskyjy resursy trakumas.
Zurnalisty etikos inspektoriaus tarnyba - Lietuvos
Respublikos Seimui atskaitinga institucija, kiekvienais metais
formuojant valstybés biudzetg prasau didinti Tarnybos
finansavima. Deja, finansavimo klausimas islieka labai opus,
nes j mano prasymus visiskai nebuvo atsizvelgta.

Zurnalisty etikos inspektore
Grazina Ramanauskaité



Pagal Lietuvoje galiojantj teisinj reguliavimg Zurnalisty
etikos inspektoriaus tarnyba (toliau — Tarnyba) uZtikrina
neteisminés Zmogaus teisiy visuomeneés informavimo
priemonése apsaugos mechanizmo veikima. Zurnalisty
etikos inspektorius — valstybés pareigtnas, kuris prizidri, kaip
jgyvendinamosVisuomenés informavimo beiNepilnameciy
apsaugos nuo neigiamo viesosios informacijos poveikio
jstatymy nuostatos. Nuosekliai stipréja Zurnalisty etikos
inspektoriaus jgaliojimai asmens duomeny apsaugos
srityje — nuo 2018 m. geguzés 25 d. inspektorius pagal savo
kompetencijg tapo viena i$ Bendrojo duomeny apsaugos
reglamento (toliau — Reglamentas) taikymo prieZilros
institucijy Lietuvoje, o nuo 2019 m. lapkricio mén. jam
priskirta nauja funkcija — jgyvendinti 1981 m. sausio 28 d.
Strasblre sudarytos Konvencijos dél asmeny apsaugos
ry$ium su asmens duomeny automatizuotu tvarkymu (ETS
Nr. 108) ir jos protokoly nuostatas, kai asmens duomenys
tvarkomi Zurnalistikos tikslais ir akademinés, meninés ar
literatdrinés saviraiskos tikslais.

Siame kontekste pazymetina, kad Reglamento preambulés
120 punktas valstybéms naréms jtvirtinta reikalavima
kiekvienai priezidros institucijai  suteikti finansinius ir
Zmogiskuosius isteklius: ,kiekvienai prieZitros institucijai
turéty bati suteikta finansiniy ir Zmogiskyjy istekliy,
patalpos ir infrastruktira, kurie joms yra reikalingi
siekiant veiksmingai vykdyti uZduotis, jskaitant su
savitarpio pagalba ir bendradarbiavimu su kitomis
prieziuros institucijomis visoje Sgjungoje susijusias
uZduotis”. Nors pats Reglamentas jtvirtina reikalavima
kiekvienai  priezitros institucijai  uztikrinti  reikiamus
finansinius isteklius, taciau nei pasirengimui duomeny
apsaugos reformai pagal Reglamenta, nei Reglamento
priezidros jgyvendinimui Tarnyba iki $iol negavo jokio
finansavimo, nors poreikis buvo déstomas ir papildomy
asignavimy prasoma ne karta.

Skundy dél visuomenés informavimg reglamentuojanciy
teisés akty paZeidimy nagrinéjimas ir pazeidimy tyrimas
sudaro pagrindine Tarnybos veiklos dalj. | Zurnalisty etikos
inspektoriy asmenys kreipiasi su skundais dél atitinkamy
Visuomenés  informavimo  jstatymo,  Nepilnameciy
apsaugos nuo neigiamo viesosios informacijos poveikio
jstatymo, Asmens duomeny teisinés apsaugos jstatymo,
Reglamento nuostaty pazeidimy. Inspektorius atlieka
skundy tyrimus, priima sprendimus, uz pazeidimus taiko
atitinkamas poveikio priemones.

Tarnyba, bddama viena i§ duomeny tvarkymo priezitros
institucijy Lietuvoje, itin glaudziai bendradarbiauja su
antrgja (nacionaline) prieZidros institucija — Valstybine
duomeny apsaugos inspekcija. Tarpinstitucinis

bendradarbiavimas su inspekcija yra itin svarbus siekiant
uztikrinti, kad bdty laikomasi Reglamento 63 straipsnyje
nurodyto nuoseklumo uztikrinimo mechanizmo, kai
sprendziami zurnalisty etikos inspektoriaus kompetencijai
priklausantys klausimai. Pradéjus taikyti Reglamento
nuostatas  praktikoje, poreikis bendradarbiauti  su
Valstybine duomeny apsaugos inspekcija sustipréjo, nes
iskilo butinybé uztikrinti vienoda Reglamento nuostaty
aiskinima, keitimasi aktualia informacija, derinti pozicijas.
Atsizvelgdamos | tarpinstitucinio bendradarbiavimo
poreikj, Tarnyba ir Valstybiné duomeny apsaugos inspekcija
2019 m. pradZioje parengé ir pasirasé bendradarbiavimo
sutartj, kurioje nustaté bendradarbiavimo mechanizmo
veikimo formas, salygas, tvarka.

Bendradarbiaudama su Valstybine duomeny apsaugos
inspekcija, kurios uzsakymu 2019 m. ,Spinter tyrimai”
atliko Lietuvos gyventojy tyrimg apie asmens duomeny
apsaugg, Tarnyba issiaiskino, kiek gyventojy Lietuvoje Zino,
kad zurnalisty etikos inspektorius yra viena i$ institucijy,
atsakingy uzasmensduomenyapsaugos priezilrg Lietuvoje
ir kad nagrinéja skundus dél asmens duomeny tvarkymo
pazeidimy ziniasklaidoje. Tyrimo rezultatai parodé, kad 14
proc. apklaustyjy Zino, jog zurnalisty etikos inspektorius yra
viena is duomeny apsaugos priezitrg Lietuvoje vykdanciy

institucijy. Tyrimo duomenys atskleidé, kad dauguma
respondenty nebuvo susidlre su neteisétu jy asmens
duomeny tvarkymu Ziniasklaidoje, taciau 24 proc.
apklaustyjy Zino, kad skundus dél asmens duomeny
tvarkymo paZeidimy Ziniasklaidoje nagrinéja Zurnalisty
etikos inspektorius. Apie $ig Zurnalisty etikos inspektoriaus
funkcijg daugiausia zino 36-45 mety, didziyjy miesty
gyventojai, turintys aukstajj issilavinima.

2019 m. Tarnyba aktyviau jsitrauké | tarptautine veiklg —
pradéjo dalyvauti Europos duomeny apsaugos valdybos
posédziuose  Briuselyje. Nepakankamas finansavimas
neleidzia  uztikrinti  Tarnybos  dalyvavimo  visuose
Europos duomeny apsaugos valdybos posédZiuose ir/
ar Socialinés medijos pogrupio veikloje. Ataskaitiniu
laikotarpiu zurnalisty etikos inspektorius arba Tarnybos
atstovai dalyvavo 6 Europos duomeny apsaugos valdybos
koordinuotos prieziGros komiteto posédziuose, kuriuose
buvo aptariami iskile asmens duomeny apsaugos aiskinant
Reglamenta klausimai, rengiami, derinami ir tvirtinami
valdybos priimami dokumentai, dalijamasi valstybiy nariy
patirtimi ir ziniomis.
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SKUNDAI

2019 m. Tarnyboje pasizyméjo tuo, kad daugiausiai
skundy gauta dél neteiséto asmens duomeny tvarkymo
visuomeneés informavimo priemonése. Priesingai nei 2018
metais (ir ankstesniais metais), kuomet asmenys daugiausiai
skundési dél savo garbés ir orumo pazeidimy ziniasklaidoje,
2019 metais aktyviausiai siekta teisés j asmens duomeny
apsauga gynybos. IS viso per ataskaitinj laikotarpj Tarnyba
dél galimo asmens duomeny tvarkymo pazeidimo gavo
133 skundus (palyginimui 2018 metais dél galimo asmens
duomeny tvarkymo pazeidimo Tarnyboje gauti 69 skundai).
IS jy 82 skundus Tarnybai nagrinéti pagal kompetencija
persiunté Valstybiné duomeny apsaugos inspekcija.
Pastebime, kad visuomenei vis dar traksta informacijos
apie iy institucijy kompetencijy atribojima, nes dauguma
duomeny subjekty pirmiausia kreipiasi | Valstybine
duomeny apsaugos inspekcija, kuri véliau persiuncia gautus
skundus pagal kompetencijg nagrinéti zurnalisty etikos
inspektoriui. Efektyvesnis informavimas apie Tarnybos veikla,
jos zinomumas visuomenéje, komunikacijos su visuomene
stiprinimas ir toliau islieka strateginiu institucijos tikslu.

Per ataskaitinj laikotarpj sumazéjo skundy, kuriais siekiama
pasinaudoti teise bati pamirstam, gauti tik 4 skundai (2018 ir
2017 metais dél 3ios teisés buvo gauta po 7 skundus). Taciau
padaugéjo skundy dél nebenaudojamy socialiniy tinkly

PAZEIDIMAI

Nagrinédamas duomeny subjekty pagal Reglamentg
pateiktus skundus, zurnalisty etikos inspektorius priimtais
sprendimais siekia uztikrinti saviraiskos ir informacijos
laisvés bei zmogaus teisés | asmens duomeny apsauga
pusiausvyra.  Ataskaitiniu laikotarpiu  ypac isryskéjo
zurnalisty etikos inspektoriaus sprendimy dél asmens
duomeny tvarkymo zurnalistikos tikslais ir akademinés,
meninés ar literatlrinés saviraiskos tikslais dalis nuo visy
priimty sprendimy didéjimo tendencija (beveik 30 proc.).

Lyginant su ankstesniais metais, ataskaitiniu laikotarpiu
Zenkliai idaugo Zurnalisty etikos inspektoriaus konstatuoty
asmens duomeny tvarkymo pazeidimy visuomenés
informavimo priemonése skaicius. 2019 metais nustatyta
30 pazeidimy, 2018 metais — 8, o 2017 metais — 7
pazeidimai. Ataskaitiniais metais dazniausiai pazZeisti su
asmens duomeny tvarkymu susije principai ir teiséto
duomeny tvarkymo salygos (Reglamento 5 straipsnio 1
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paskyry, pasenusios, neatnaujintos informacijos apie jmoniy
vadovus bei jy asmens duomeny skelbimo. Vienas i$ visai
netradiciniy atvejy buvo asmens duomeny paskelbimas
socialiniame tinkle Instagram istorijos formate. Tokius
atvejus be padaryty ekrano nuotrauky sunku patikrinti,
kadangi dél platformos formato informacija iSnyksta po 24
valandy. Pirmg kartg gautas skundas dél teiséto asmens
duomeny tvarkymo trumpametraziame filme. Taip pat
Zymiai padaugéjo ir apskritai tik 2019 m. pirmg karta kreiptasi
dél duomeny rinkimo Zurnalistikos tikslu. Visais atvejais
rinkta informacija nebuvo paskelbta. Padaugéjo ir skundy,
kai asmenys skundziasi ne dél savo, o dél kity asmeny
duomeny tvarkymo. Tokiais atvejais dazniausia skundziasi
juridiniai asmenys dél savo darbuotojy ar klienty, pacienty
duomeny paskelbimo. Asmeny skundy dél duomeny
tvarkymo  pazeidimy skai¢iaus didéjimo  tendencija
stebima jau ne pirmus metus, o BDAR jsigaliojimas Zenkliai
padidino asmens duomeny subjekty ryzta veiksmingai
ginti savo teise j duomeny apsauga. Atsizvelgiant j skundy
dél duomeny apsaugos dinamikg, iSaugusj visuomenés
démes;j Siai sriciai, akivaizdu, kad darbo kravis Sioje srityje
isaugo keturis kartus ir sudare didelj i$30kj Tarnybai, nes sios
funkcijos jgyvendinimui papildomo finansavimo Tarnyba
iki Siol negavo. Todel uztikrinti ir islaikyti aukSta asmens
duomeny apsaugos lygj yra nemenkas isskis.

dalies (a) punktas ir 6 straipsnio 1 dalies (a) punktas), taip
pat 6 kartus buvo nepaisyta draudimo viesai skelbti asmens
koda. Dazniausiai taikyta poveikio priemoné — papeikimas.
Dél pritaikytos mediacijos priimti 5 sprendimai nutraukti
pareiskéjy skundy tyrima, nes tarpininkaujant Tarnybai
buvo pasiekti taikds susitarimai.

Vis délto tradicinése visuomenés informavimo priemonése
duomenys dazniausiai, nors ne visada, tvarkomi siekiant
patenkinti viesajj interesa, o socialiniuose tinkluose neretai
bandoma vieSumu atgauti skolg ar paviesinti netinkamai
automobilj pasistacius] asmenj, kitaip tariant, nubausti
vieSumu. Vienu atveju socialinio tinklo Facebook paskyroje
paskelbus asmens duomenis (balsg) pripaZintas teisétas ir

pagrjstas visuomenés interesas tokia informacija zinoti.



KONSULTAVIMAS

Ataskaitiniu laikotarpiu isryskéjo jau ne pirmus metus
vyraujanti  Tarnybos  teikiamy konsultacijy  skaiciaus
didéjimo tendencija. Tai susije su asmens duomeny
apsaugos reformos jgyvendinimu Europos Sajungoje.
Ypac pastebimas isauges suinteresuoty asmeny démesys
Reglamento taikymo klausimams, asmens duomeny
tvarkymo Ziniasklaidoje problemoms.

Per 2019 m. Tarnyba i3 viso suteiké 1121 konsultacija. Tai
yra net 57 proc. daugiau konsultacijy nei 2018 metais
(2018 m. = 719, 2017 m. — 442). Apie du trecdalius suteikty
konsultacijy sudaro klausimai, susije su asmens duomeny
tvarkymu pagal Reglamenta. Dazniausi uzduodami
klausimai dél asmeny filmavimo (fotografavimo) viesose
vietose, renginiuose, ugdymo jstaigose, tokiy atvaizdy vieso
skelbimo, vaiky nuotrauky platinimo be tévy sutikimo,
asmens vardo, pavardeés, atvaizdo, gyvenamosios vietos
adreso, automobilio valstybinio registracijos numerio,
informacijos apie asmens sveikatg, skelbimo, teisés ,bati
pamirstam” realizavimo galimybes. Sugrieztinti asmens
duomeny teisinés apsaugos reikalavimai isaugino didesnj

poreikj konsultuotis dél sutikimo tvarkyti duomenis
israiskos formos, duomeny saugojimo trukmes, isim¢iy, kai
teisé j asmens duomeny apsauga derinama su saviraiskos
ir informacijos laisve, sankcijy uz duomeny tvarkymo
pazeidimus ir pan.

Zurnalistai, viesosios informacijos rengéjai (skleidéjai) |
zurnalisty etikos inspektoriy daznai kreipési prasydami
konsultacijos, isaiskinimo dél teisés gauti informacija is
valstybés ir savivaldybiy institucijy bei jstaigy ir teisés j
duomeny apsauga pagal Reglamenta santykio.

Konsultuojant asmenis iSryskéjo tendencija, kad asmens
duomeny tvarkymo teisétumo klausimai daZnai buvo
keliami ne deél Zurnalisty, o su Sia profesija nesusijusiy
asmeny, jy parengtos ir paskelbtos informacijos (socialiniy
tinkly paskyry valdytojy, komentary autoriy ir pan.) atzvilgiu.
Nors ir nebtdami Zurnalistais, tokie asmenys yra laikomi
vieSosios informacijos rengéjais (skleidéjais), kuriems taip
pat galioja duomeny apsaugos taisyklés.

Tarnybos veiklos rezultatai duomeny apsaugos srityje

380 gauty skundy

133 skundai del
duomeny tvarkymo

1121 suteikta konsultacija

64 pazeidimai

y 4

30 konstatuoty pazeidimy
dél duomeny tvarkymo

747 konsultacijos dél duomeny tvarkymo
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Tarnyboje pagal kompetencijg nagrinéty situacijy analizé
isryskino keleta problemu. Viena is jy — privatumo pavojai,
kuriuos socialiniuose tinkluose kelia ne Zzurnalistai, o patys
savo gyvenimga afisSuojantys Zmoneés, kurie neretai dél to
véliau nukencia. Patys turédami galimybe kurti ir viesai
skleisti turinj, socialiniy medijy vartotojai nesusimasto, kad
nuolat publikuodami nuotraukas, jvairius video, nuvertina
savo ir savo vaiky, ypa¢ mazameciy ar dar net negimusiy,
privatuma, asmens duomenis, kurie skaitmeninéje eroje
yra didelé vertybé. Ypac truksta suvokimo, kad skaitmeninis
identitetas, ypa¢ vaiky, turi bati apsaugotas. Kai patys
7Zmonés negerbia ir nevertina savo skaitmeninio privatumo,
vis daznesniu reiskiniu tampa asmens tapatybés vagystes.
Pastebima pavojinga tendencija, kad privaciy nuotrauky be
jose pavaizduoty asmeny sutikimo skelbimas socialiniuose
tinkluose naudojamas ne tik i$ neZinojimo, bet ir esant
konfliktiniams asmeny santykiams, kerstaujant, esant
nesutarimams seimoje, siekiant priversti jvykdyti prisiimtus
jsipareigojimus, klaidingai manant, kad jei pats Zmogus
paskelbé viesai savo nuotrauka arba tokig nuotraukg
paskelbé visuomenés informavimo priemoné, tai jg galima
toliau platinti neprasant sutikimo ir pan.

Kita,netik Lietuvoje, betirkitose Europos Sajungosvalstybése
pastebima ir vis labiau ryskéjanti problema — neteisingai
interpretuojant Reglamentg, nepagrjstai ribojama zurnalisty
teisé j informacija, kai kalbame apie zurnalistinius tyrimus,
ypac susijusius su viesaisiais asmenimis. Tai ypa¢ budinga
situacijoms, kai zurnalistai, viesosios informacijos rengéjai
(skleidéjai) kreipiasi | valstybés ir savivaldybiy institucijas
bei jstaigas dél informacijos (duomeny) suteikimo ir gauna
neigiamg atsakymg motyvuojant Reglamentu. Priesingai
savo prigimciai, Reglamentas tapo valstybés ir savivaldybiy
institucijy ir jstaigy priedanga, siekiant isvengti ziniasklaidos

démesio gvildenant viesgjj interesg tenkinancias temas.
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Zurnalistams atsisakoma suteikti prasoma informacija
motyvuojant tuo, jog tokia informacija yra apsaugos
objektas pagal Reglamentg ir negali bati teikiama be atskiro
duomeny subjekto sutikimo. Kiekvieng situacijg reikia
vertinti individualiai, taciau asmens duomeny apsauga
ir Reglamentas negali buti naudojami kaip Zurnalisty
funkcijas, butinas demokratinéje visuomenéje, atlikti
trukdantis instrumentas.

Dar viena diskusijy sritis — ,teisés bati pamirstam”
realizavimas Lietuvoje. Reglamentu kaip jrankiu pakeisti
savo gyvenimo istorijg daznai bando pasinaudoti uz
nusikalstamas  veikas (nujteisti asmenys, siekdami
LUt pamirsti”  visuomenés informavimo  priemonése.
Ziniasklaida naudojasi specifinémis teisémis, garantijomis
ir iSimtimis i$ bendry asmens duomeny apsaugos taisykliy.
Nors teisé bdti pamirstam yra jtvirtinta Reglamente, taciau
Lietuva Sios teisés taikymui, kai asmens duomenys tvarkomi
jgyvendinant saviraiskos ir informacijos laisve, yra jtvirtinusi
isimtj. Kai asmens duomenys tvarkomi Zurnalistikos tikslu,
Reglamento 17 straipsnis (,Teisei bati pamirstam”) yra
netaikomas. Net teistumo iSnykimas néra pakankama
faktine aplinkybé, galinti jpareigoti interneto svetainés
valdytojg ,pamirsti” teistg asmen;.

Pasigirsta diskusijy ir klausimy, ar pagrjstai jstatymy leidéjas
jtvirtino praktiskai absoliucia ,teisés buti pamirdtam” iSimtj
Lietuvoje. Vienintelis atvejis, kai ,teisé buti pamirdtam”
turi bati praktiskai realizuojama yra tada, kai duomeny
subjektas atSaukia sutikima tvarkyti jo asmens duomenis
ir toks sutikimas buvo vienintelis pagrindas tvarkyti
jo duomenis. Net jei apie Zmogy skelbiama praradusi
aktualuma, nebereikiminga ar pertekliné informacija, dél
Lietuvoje jtvirtinto isimtinio teisinio reguliavimo, jis negali
veiksmingai pasinaudoti teise reikalauti istrinti duomenis.
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